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Secure Email Overview

Secure Email communication is necessary because of the growing regulatory demands
and security concerns. Secure Email is needed for the protection of information that
contains HIPAA or other information specific to an individual demographics, services or
specific enough to identify that individual. The State of Tennessee has two different
conditions in which Secure Email can be processed.

The first is called Gateway to Gateway. This is when the Secure Email is electronically
“encrypted” so that only the sending mail server and the receiving mail server are able to
view. This is possible only when the State’s Secure Email Server and the Receiving
Email Server are able to “exchange” a “security certificate”. In this type of Secure
Email, the Receiving Email Entity does not have to do anything. They will not notice any
change in the look of mails that they receive.

The second condition in which a Secure Email can be processed by the external receiving
entity is to create an account within the State’s network so that they can view the mail.
This is required if the receiving individual’s mail server is not able to “exchange” a
“security certificate” with the state. In this example, the “mail” never leaves the State’s
network so the protection of information is always “inside”. In this condition, the
receiver of the Secure Mail will receive an email notifying them that they have received a
Secure Mail and a link to log into the States Secure Email Server and view their mail.

NOTE:

In both of these Conditions, The DIDD staff must always create the mail using the same
criteria...putting [secure email] in the subject line of the mail. This is required for all
mails that need to be secure.

Secure Email Tracking Possibilities

e When “DIDD” sends a Secure Mail out to an “Outside State Network” entity
e When the “Outside State Network” entity replies to a “DIDD” Secure Mail

» When an “Outside State Network” sends a Secure Mail to “DIDD”

e When “DIDD” replies to an “Outside State Network™ entity’s secure mail



Secure Email Information and Overview

DIDD sending a Secure Mail — how and what happens

For all DIDD staff who are sending a mail to an outside state network address that
contains HIPAA Information or other information specific to an individual’s
demographics, services or specific enough to indentify that individual, the DIDD staff
must put [secure email] in the subject line of that mail.

Here is an example of what the DIDD GroupWise mail would look like:

= Mail To:

File Edit View Actions Tools Accounts Window Help
 Aysed R ond Pasres @[] G 5 £ e @o

Mail ‘ Send Options |

From: - | Inzide Size's Neswork (DIDS) cC: |

To: | Cutside Sizie’s Network (Provider or Other Endty) BC: |
Subject: | [secure emai] Subject of Ma
| Tahoma vl[lov| B ru - z=EE 222 —a @3 B

Dear Cutside Stzie's Network {Provider or other Endty)-

The body of fhe Mal that contains HIPAS information or ofher information specifc to an individuds demographics, ssrvices or specific enough o idendfy that indnvidusl
The body of the Mal that contams HIPAA nformation or other information =pecic to an ndividual's demographics, services or speciic enough to idendfy that individual.
The body of the Mal that contams HIPAA nformation or other information =pecic to an ndividual's demographics, services or speciic enough to idendfy that individual.
The body of the Mal that containe HIPAA information or ofher information specific 1o an individual's demographics, services or specific enough 1o idendfy that indnvidual.

The body of the Mal that contams HIPAA nformation or other information =pecic to an ndividual's demographics, services or speciic enough to idendfy that individual.

Any atachment(s) that also containe HIPAA information or other information specific to an individual's demographics, services or specific enough o identfy that individual needs to be secure.
Any atachment(s) that also containe HIPAA information or other information specific to an individual's demographics, services or specific enough o identfy that individual needs to be secure.
Any atachment(s) that glzo contzine HIPAA information or other imformation specifc to an individusls demographics, services or specific enough to identfy that individual needs to be secure.

Any atachment(s) that also containe HIPAA information or other information specific to an individual's demographics, services or specific enough o identfy that individual needs to be secure.

Sincedy,
Inside State's Neawork (DIDS)
Eq
&)
Message Rz:e;ifgs e g:oe’;c"' =

Account: Movell GroupWise

Created by DIDD Provider and Staff Development Group
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Secure Email Information and Overview

The [secure email] must be put in the subject line for the State’s Mail Server to manage

appropriately! This is the only way that a mail will be secure protecting HIPAA and other
personal information.

= Mail To: FBX
File Edit View Actions Tools Accounts Window Help
ﬁ Send 3L Cancel ﬁ Address ,(_JE ﬁno 59\_? E’ ’ ‘ ‘

Mail | Send Options |

From: - | Inzide Sz Network (DIDS)

- [ e S’ Nework Provider o Oer Ey] NOTE: [secure email] in the——
spec | Bomeml Sheeote i SUDJeCt line! —
| Tahoma viov/B ru @ ZEEE s — 0 @APE B

Diear Outside Stzte's Network (Provider or other Ensty)-

The body of the Mail that containg HIPAA information or other information specific 1o an individual's demographics, services or specific enough o idensfy that individual.

Once the Secure Email has been sent, the DIDD staff will receive a confirmation in their
GroupWise mail account. This is an auto generated mail sent form the Secure Email
Server. If you do not receive this notice, the mail that was sent was not sent “secure”.

Here is an example of the notification that the DIDD staff will receive from the State’s
Secure Email Server:

= Mail From: Secure Delivery <secure_delivery@tn.gov> |._||E|E|
File Edit View Actons Tools Accounts Window Help

. 3 Close &:’J Reply = |__,_.i Forward = ﬁ - | B 42 E, H == 4. Q ‘
Mail | Properties | Personalize || Message Source |
From: Secure Delivery <secure_delivery @tn.gov > 3/4/2010 11:09 AM

Toc Inside Siale’s Network (DIDS)
Subject: Mail Monitoring Notification

This is an automatically generated Mail Monitoring notification. This is to inform you that a message that you sent was delivered securely,
The spedifics of the message are as follows:

Message ID: 29121747
Sender: Inside Siate's Network (DIDS) @ . gov
Recdipient: Cutside Staie's Metwork (Provider or Oher Endty @@ some ISP. neticom

Created by DIDD Provider and Staff Development Group
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Secure Email Information and Overview

The Outside State’s Network Server receiving a Secure
Mail — how and what happens

For Providers and other Non-State Entities that are receiving a Secure Email from DIDD
one of the following two things will occur:

The Outside State’s Network receiver will be able to view their mail as always. There are
not any other steps that need to be taken. (In this example, the Outside State Mail Server
was able to exchange the State’s “security certificate” allowing the encrypted mail to be
viewed correctly.)

Or

The Outside State’s Network receiver will receive a notice telling them that they have a
secure email and to view it they need to create an account inside of the State’s Secure
Mail Server. Once the receiver’s email account has been setup, the user will not be
forced to do this again.

An example of what this mail looks like is below:

™ - i
« SmartZone E EET
communications center e —— . i
_— PO T B e —
l | Address Book | Calendar | Preferences Email: - 2% of 10 GB {
[ New Folder # New v ([jGetmail | < Reply ¥ 2> | Y@ Detete b spam & | [T 1-10f1
¥  Folders [ (%] Close ] Secure Web Delivery Notification
> & Inbox (1) —
= Sent |_|| -c;>-| From |§| Subject | Fold Size | Date -
E'I Drafts ou have received a secure email from the State of Tennessee.
e Spam [T inside Stae’s Network (DIDS)  Click the link to view the secure email from inside State’s Nefwork (T In... 4 KB 11:09 AN
¥ Trash
= - - -~
Secure Web Delivery Notification Outside Sie's Network (Provider o oo
W Sent By: Inside Sii='s Network (DIDS) @4 ooy On:Mar 03/04/10 11:09 AM + Add to Address Book
To: Quts
You have received a secure email from the State of Tennessee. Click the link to view the secure email
PROMOTIONS from Inside Stae’s Networt (DIDS)@n.gov
=4 News Sports & More View Message
Get Email Alerts! You will be prompted for your email id and password to protect your account.
Click on the link below if you have forgotten your password
7
Forgot Your Password? v
@ 2008 Comcast Cable Communications UPDATED: Privacy Policy UPDATELD: Terms of Service Contact Us  Add Comcast Services TellUs
[ €D trtarmat

Created by DIDD Provider and Staff Development Group
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Secure Email Information and Overview

Receivers of a Secure Email need to click on the “View Message” hyper link that will
take them to log in screen so that they can create an account with the Secure Email Server
or view their mail.

Please see screen shot below:

Secure Web Delivery Notification Outside Stote's Netwiork {Provider or :-'_‘E} §
¥ Sent By: Insio Simie's Netwiork (DIDS) @ gov On:Mar 03/04/10 11:08 AN S0k i firkine s Fank
To: Ouls P o1 O Enfiy
You have received a secure email from the State of Tennessee. Click the link to view the secure email
from hsee S==shewot D0Sgn2v | This is the link to the State's Secure
. email Server - Click on "View Message" i

. More
t=! You will be prompted for your email id and password to protect your account.

Click on the link below if you have forgotten your password

Forgot Your Password? =
= Communications UPDATED: Privacy Policy UPDATED: Terms of Service Contact Uz Add Comcast Services Tell Us What You T

For Outside State’s Network first time users, the Secure Email Server will force them to
create an account on the Secure Web Delivery server inside the state’s network. Users
need to “register” the email address that the Secure Mail was sent to. This is the tracking
method that the Secure Web Delivery server uses.

An example of this screen is displayed below:

- https://swd1.state.tn.us/swm/login.do?method=checkMail&id=16cf831c1d94f719658cf7451cfcf06227344 - Windows Internet Explorer ‘Z”Elg‘

e - | © htps:/jowd L.state, m.us/swm/login.doPme hod=checkMai id=16c/831c 149477 186.88cF 745 1cfcfs227344437106. v | b |49 x| [ [[2]-

Ble Edit Yiew Favorites Tools Help

W & [0httus:ﬁswd1‘slabe.m.usfswm,’logm.do?memod=d1ec‘H liw - B o~ [2page - G Tools - 5

Secure Web Delivery

L BT i

S ————

User Name Outside State's Netwark [Provider or other Entity) @ Some ISP.neticom

Password ‘ Remember this Password once you have created it

Confirm Password |

Daone & Internet # 100% -

Created by DIDD Provider and Staff Development Group

Page 6 of 14



Secure Email Information and Overview

The Outside State’s Network User setting up password
and password reset questions

The Secure Web Delivery Server will force new users to enter in answers to Security
Questions. This is to setup an Automatic Security Password reset option in the event that
the Outside State’s Network user forgets their password.

The Outside State’s network user has to establish their email on the State’s network to
view any mails sent to that address. They only have to do this one time. However, each
time they need to view additional mails that have been sent using the [secure email]
format, they will have to log onto that account using their password.

An example of the Security Questions Screen is below:

(= https:/fswd1.state.tn.us/swm/login.do;jsessionid—9A72ECE1AF 1E4BAFFF2F4493F 19696 10?method-login - Windows Internet Explorer CEX

@'\T I |c https: /fswd L.state. tn, us/swm login.do;jsessionid =94 72ECE 1AF 1E4BAFFF 2F 4493F 19696 10?method =login V‘ ﬂﬂ | X | ]

File Edit View Favorites Tools Help

ﬁ ﬁﬁ? I(-.‘,‘ht:tus:f,fswdl.stahe.m‘usj’swm,ﬂogin.do;jsessionid=9A...I_l

K _ Secure Web ﬁDeli\-’ery
o) s e LT

Please provide answer(s). This will be used in future to verify your identity when password is forgotten.

What are the last four digits of your phone number?

What is your hometown?

What is your mothers maiden name?

Done & Internet # 100% -

Created by DIDD Provider and Staff Development Group
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Secure Email Information and Overview

The Outside State’s Network view of the Secure Email

Once the account has been established for the email address on the State’s Secure Web
Mail Server they will be able to view the secure mail that they have received. Because the
user has logged into the State’s Secure Web Delivery Server, all parts of the mail are
protected. This also includes any attachments that were sent with the mail.

Please note that the user only has a few options in the management of Secure Email that
are viewed from the State’s Secure Web Delivery Server. The Secure Email recipient can
“Read”, “Reply To” and “Delete” messages from the secure site. The email recipient
cannot “forward” the message or “modify” the text of the original message from the
secure website.

An example of this is below:

{= https:/fswd1.statetn.us/swm/redirect.do?method-view&id—16cf831¢1d94f719658cf7451cfcf0622734443 - Windows Internet Explorer CEIx

@,\_ 3~ |c https: /fswd1.state. tn us/swm/redirect. do?method=view&id = 16cfa3 1c1d94f 7195 58c 745 16227344437 10634 V‘ g | 44| XK | | Q-

File Edit View Favorites Tools Help

— = - »
T:f ke I(-}.‘htb:s:ffswd1.stahe.in‘usj’swmfredirect.do’meﬂmd:vi...I l ﬁ - 8 — \'_:‘"’EEQE ~ ¥ Tools ~

Secure Web Delivery

KO s il

Message Header

From: Inside Siate's Network (DIDS) @ in gov
To: Ouiside Siale"s Network {Provider or ofer Enfity) @ ISP neticom
Subject: [secure email] subject of mail that needs to be secure

Date : 2010-03-04 11:09:27.0

Message Body View HTML

HIPAA and all identifiable information always need to be secure. Please always remember when sending
electronic forms, documents and mails.

Thanks-

E ; pwnload

KPT service file.doc 188.0B (188 bytes) textfplain

Created by DIDD Provider and Staff Development Group
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Secure Email Information and Overview

The Outside State’s Network Management of Secure
Email using the State’s Secure Web Server

The management of the Secure Email that a user receives is limited to only two options.
The user can double click on a mail to view the message for the first time or reread (there
is no limit to the number of times a mail can be viewed in the 14 day period prior to
deletion) or they can check the “Delete” box with will allow the Secure Web Server to
remove the mail.

NOTE:
All emails and associated attachments that are sent via the State’s Secure Email Delivery
are automatically deleted. The following procedures define this “clean-up” of the Secure
Web Server:
e Opened/Viewed - Deleted fourteen (14) calendar days after the message has been
opened/viewed by the external recipient
e Un-opened/Not Viewed — deleted fourteen (14) calendar days after the
notification message has been delivered to the external recipient.

NOTE: There is no notice on the fourteenth (14) day that the mail will be deleted or has
been deleted.

An example of a User’s Secure Management screen is below:

I https://swd1.state.tn.us/swm/swmbDispatcher.do?method=updateMailList - Windows Internet Explorer

=2 d 'c https:/fswd1.state. tn.us/swm/swmDispatcher . do?method =updateMailList v 3 ||+ x [
e | ,

File Edit Mew Favorites Tools Help

= = »
ﬁ by |chtms:,.’,.’swdl.smhe‘tn.usfswmfsme\spahﬁer‘do"rne... ] I {‘ﬁ - B - - i-_;}'Eage ~ 0} Tools ~

Secure Web Delivery

O secoienesee  fgg LT

B UnRead Messages & Read Messages I% Message for Deletion

From Subject Date

[secure email] subject of mail that needs to b 03-04-10 11:09:27

Inside State's Network (DIDS) s

Inside Sise's Neturork (DIDS) [secure email] subiesc;c?-ll‘rzail that needs to b 03-04-10 11:09:27

Inside Sie’s Network (0I0S) [secure email] subjeesc;grgnal\ that needs to b 03-04-10 11:08:27

& Internet # 100% -

Created by DIDD Provider and Staff Development Group
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Secure Email Information and Overview

Four Day notice to both DIDD staff and the Outside
State’'s Network Recipient of the Secure Email

The State’s Secure Web Email system will provide a notification to both the sender and
all receivers of a [secure email] that has not been opened in four calendar days. This
notice will only happen on the fourth day. This notice is only a “tickler” and to inform the
DIDD sender that their mail has not been reviewed. There are not any other notices
provided by the Secure Web Email Server. On the fourteenth day, the mail and any
attachments to the mail will be deleted.

An example of this notification for both the DIDD staff and the Outside State’s Network

Recipient is below:

To Outside State’s Network Recipient Notice

communications center

« SmartZone" E EETES BT
|

=
Voice | Address Book | Calendar | Preferences Email: - 2% of 10 GB

; | |

[ Hew Folder Z Wew ¥ [ GetMail | ¢~ Reply ¥ & | Y@ Delete 5@ Spam & | [T 1-1 of1
¥  Folders @ Close ] Secure Web Delivery Notification
» &= Inbox (1) |
B e 0 | @ | From |@‘ | Subject | Fold Size | Date -
B Drafis “ou have received a secure email from the State of Tennessee.
G Spam [ ™ incide State's Netwon (DIDS)  Click the link to view the zecure email from hnside Stae's Network ([ In... 4 KB 11:08 AN
© Trash
Secure Web Delivery Notification Outcide State's Network (Provider or ofe i
¥ Sent By: NOSIE On:iar 03/04/10 11:09 AN gakin Addnezs Ronie
To: Ouis iy
"This is an automatically generated Secure Web Delivery Notification. You have 1 secure message(s) not picked up
for the past 4 day(s). Messages older than 14 days will be purged from the system.
L TIONE Recipient Subject Date
Outside State's Network @ ISF/Com [secure email] HIPAA info 2010-03-19 06:30:34  —

S5y News Sports B More
Get Email Alerts!

Created by DIDD Provider and Staff Development Group
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Secure Email Information and Overview

DIDD Staff Notice

= Mail From: SecureDelivery <Secure_Delivery@tn.gov> |:||E|r>__(|

File Edit View Actions Tools Accounts Window Help

3L Close E‘ Reply - q Forward = g - B 4= E n o= ﬂl.. Q
Mail |Properh’es || Personalize || Message Source|
From: SecureDelivery <Secure_Delivery@tn.gov > 1/30/2010 12:56 PM

Te: Inside State’s Metwoark @ tn.gov
Subject: Secure Web Delivery Non Retrieval Purge Notification

This is an automatically generated Secure Web Delivery Notification. You have 1 secure message(s) not picked up for
the past 4 day(s). Messages older than 14 days will be purged from the system.

Recipient

2010-01-26

Ouside State's Metwork @ Neticom [secure emaill HIPAA infarmatin or other protectedin . oo,

|
Possible Security Alert

Depending on how the Outside State’s Network recipient’s Internet browser is setup the
following message could display. If a user receives this message when attempting to
navigate to the Secure Web Email Server they should select “Yes” to proceed.

Below is an example of what this message could look like:

Security Alert §|

rir“j_'_," Information vou exchange with this zite cannot be viewed or
?. changed by athers. Howewer, there iz a problem with the zite's
® zecurity certificate.

& The security certificate was iszued by a company vou have
not chosen to trust. Wiew the certificate to determine whether
wou want bt trust the certifping authority.

& The zecurity certificate hasz expired or iz not pet walid.

& The name on the security certificate iz invald or doesz not
match the name of the zite

Do vou want to proceed?

[ res ] [ Mo | [ Wiews Certificate ]

Created by DIDD Provider and Staff Development Group
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Replying to Secure Mails from outside and inside the
State’s Network

Users whose Email Servers are able to “exchange” a “security certificate” with the

State’s Security Email Server can reply to the sender without making any other changes
or special procedures. If you are able to receive mails this way, there is no problem with
replying to them. The State’s Secure Email Server will continue to keep the mail secure.

Users that have to log onto the State’s Secure Web Email Server to view their emails can
reply to mails using the Secure Web Email. This is one of the options available once the
user has logged into the State’s Server.

DIDD staff who respond to any mail (one that initiated from an outside entity or one that
initiated from inside the state) and that mail needs to be secure, they need to add [secure
email] to the subject line.



NOTE:

If the conversation began from the State and [secure email] was already in the subject
line, DIDD staff do not need add [secure email] in the subject line again. Examples of this
could be:

Re: [secure email] HIPAA information
Fwd: Re: [secure email] HIPAA information

As long as [secure email] in anywhere in the subject line, the State’s Secure Web Server
will be able to identify it and protect the contents.

Password Reset

Users from outside the State’s Network who forget their password can have it
automatically reset by clicking on the “forget your password” link. This link will direct
them to the Security Questions that were setup when the account was created. Once the
user answers all the questions correctly and submits the answers, the system will send to
the user their new password. After the user logs into the State’s Secure Web Email Server
they will be able to reset the password if needed.

An example of the “forget your password” link is below:

Secure Web Delivery Notification = : i :__,_:"

Outside Simie’s Network (Prowid
On:Mar 02/04/10 11:09 AM | £hddio Aidness Book

¥ Sent By: |nsig= 3

To: Cutswd

You have received a secure email from the State of Tennessee. Click the link to view the secure email
from Inside State’s Networt (DIDS}H@. gov

View Message

You will be prompted for your email id and password to protect your account.

. More
=1

Clicking on this link will tzke you to the
Click on the link below if you have forgotten your password Security Questions screen. Once answered

correctly and submitted the system will

automaticly reset your password

AD

Forgot Your Password?

= Communications UPDATED: Privacy Policy UPDATED: Terms of Service Contact Uz Add Comcast Services Tell Us What You T

Support and Help
DIDD users who need help or support can contact the DIDD Help Desk at:

DIDDHelpdesk@tn.gov
Phone is 391-9840

Fax is 391-9841

Users from outside the State’s Network need to contact the sender of the secure email for
assistance. The DIDD staff that sent the Secure Email will be able to direct non-state
users in how to retrieve their mail. If the DIDD staff is unable to resolve the outside user’s


mailto:DIDDHelpdesk@tn.gov

issue, the DIDD staff will initiate a HelpDesk ticket. This allows the Business side to
determine if the issue is training or technical.

If it is a technical issue, the DIDD Business Partners will send an email to MRHelpDesk
with the provider name, phone number and issue. The IT Team will contact the provider
to resolve issue and contact the business partner and let them know the issue is resolved.

When contacting the DIDD HelpDesk, it is important to give them all of the contact
information possible. Examples of this are:

e Your RACF ID (for state employees)
e Provider Agency

e Provider Employee Name

e Email Address

e Phone Number



