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CONTRACT
BETWEEN THE STATE OF TENNESSEE,
DEPARTMENT OF GENERAL SERVICES,
CENTRAL PROCUREMENT OFFICE
AND
CONTRACTOR NAME
This Contract, by and between the State of Tennessee, Department Of General Services, Central
Procurement Office (“State”) and Contractor Legal Entity Name (“Contractor”), is for the provision of
digital imaging services, as further defined in the "SCOPE." State and Contractor may be referred to
individually as a “Party” or collectively as the “Parties” to this Contract.
The Contractor is a/an Individual, For-Profit Corporation, Non-Profit Corporation, Special Purpose
Corporation Or Association, Partnership, Joint Venture, Or Limited Liability Company.
Contractor Place of Incorporation or Organization: Location
Contractor Edison Registration ID # Number
A.

SCOPE:

A.1.

The Contractor shall provide all goods or services and deliverables as required, described, and
detailed below and shall meet all service and delivery timelines as specified by this Contract.

A.2.

Definitions: Capitalized terms shall be as defined as set forth in this Section or elsewhere in the
Contract.
“Aperture Card” is a keypunch card with a rectangular cut-out window with either one frame of
35mm or several frames of 16mm microfilm are inserted into the window.
“Alternative Workplace Solutions” or “AWS” is an initiative that creates a physical and cultural
transformation using non-traditional workspaces to promote productivity, efficiency and
flexibility across state government that improves the management of the state’s real
estate portfolio.
“API” is Application Program Interface.
“Backlog Scanning” is the process of scanning, indexing and storing a large backlog of paper
Source Media in preparation of an electronic document management system. Scanning
for larger unique items or preservation which requires specialized preparation and/or use
of a larger scanner (e.g. photographs, engineering documents, historical items, etc.)
“Best Capture” is appropriate bit depth, resolution, tonal dynamic range, color space, color
mode, contrast and other settings to provide an image of Source Media.
“Chain of Custody” is a documented, chronological process or audit trail for tracking the transfer
and control of Source Media and electronic information.
“COM Microfiche” is computer output to microfiche format.
“CPO” is the State of Tennessee Central Procurement Office.
“Critical Priority Projects” are Digital Mail Scanning projects which are identified by the End
User as Critical Priority that require an expedited return deliverable due to End User’s
process or by statutorily required response times. Projects require API capabilities or an
STS-approved alternative output method to ensure End Users can process incoming mail
within time-critical deliverable timeframes. For instance, End User’s project may require
that mail picked up daily be returned to the End User by noon 12:00 p.m. that same day.
“DCN” is document control number.
“Digital Archive Writer” is the output method to convert digital images to microfilm/microfiche.
“Digital Mail Scanning” is automation of incoming mail processes using document scanning and
document capture technologies.
“Disclosure” The Internal Revenue Code defines FTI disclosure as making known of return or
return information to any person in any manner.
“DLN” is document locator number. A noted exception is that the same acronym, DLN, indicates
“driver’s license number” when used by the Tennessee Department of Safety &
Homeland Security.
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“Electronic Records Policy” is the State of Tennessee Public Records Commission, Electronic
Records Policy, available at
http://sos.tn.gov/sites/default/files/forms/ElectronicRecordsPolicy.pdf.
“End User” is any user of the services provided under this Contract.
“FIS” is the Federal Investigative Standards.
“FTI” or Federal Tax Information that includes return or return information received directly
from the IRS or obtained through an authorized secondary source, such as Social
Security Administration (“SSA”), Federal Office of Child Support Enforcement (“OCSE”),
Bureau of the Fiscal Service (“BFS”), or Centers for Medicare and Medicaid Services
(“CMS”), or another entity acting on behalf of the IRS pursuant to an IRC 6103(p)(2)(B)
Agreement.
“Grand Division” is defined in Tenn. Code Ann. § 4-1-201 through § 4-1-204.
“Image” is a single side of a page.
“IRS Publication 1075” is the tax information security guidelines for federal, state, and local
agencies detailing the security requirements for all agencies that receive, process, store,
or transmit FTI. Requirements are derived from Internal Revenue Code, Section 6103,
IRS policy and procedures, and the National Institute of Standards and Technology
(NIST) Special Publication 800-53.
“Jacketed microfilm” is a fiche-sized acetate or polyester carrier that contains three to eight
sleeves or channels into which strips or single images of either 16mm or 35mm roll
microfilm are inserted.
“Low to Medium Priority” are all other Digital Mail Scanning projects not identified as timecritical projects.
“Microfiche” is a single sheet of film, usually 4”x6”, containing microphotographs of Source
Media.
“Microfilm” is a length of film containing microphotographs of Source Media. Microfilm comes in
widths of 16mm, 35mm, and 105mm. Usually, the 16mm width is used to film legal size
or smaller Source Media, the 35mm width to film large Source Media, and the 105mm
width to make microfiche.
“Microform” refers to the various formats in which microfilm is created and used. Microforms
are any forms, either films or paper, containing micro-reproductions of documents for
transmission, storage, reading, and printing. Microform images are commonly reduced to
about one twenty-fifth of the original document size. Four formats are: microfilm (reels),
microfilm jackets, aperture cards and microfiche (flat sheets).
“NAID” is the National Association for Information Destruction.
“NAID Certification Program” establishes standards for secure destruction processes including
areas in security, employee screening, operational destruction process and insurance.
“NARA” is the U.S. National Archives and Records Administration. NARA Guidelines are found:
https://www.archives.gov/files/preservation/technical/guidelines.pdf.
“Needs Assessment and Analysis” or “NAA” is a documented process to determine the
feasibility and justification for Digital Imaging Services for records including consideration
of the retention period and activity rate of the records, advantages and limitations of
alternate records media, protection of essential records, access or retrieval concerns,
and cost comparisons.
“NIST” is the National Institute of Standards and Technology.
“OCR” is optical character recognition, the mechanical or electronic conversion of images of
typed, handwritten or printed text into machine-encoded text.
“On-site Services” are digital imaging services that are performed at the End User’s location.
End Users may request Contractor’s equipment and Contractor’s personnel for services.
“Other Governmental Bodies” are other states and other state local governments and entities
who have requested and are approved by the CPO Contract Administrator to utilize this
statewide contract.
“PII” is personally identifiable information as defined in Section E.7 of the Contract.
“Protected Health Information” is protected health information (“PHI”), under the US Health
Insurance Portability and Accountability Act (“HIPAA”) as defined in Section D.20 of the
Contract. HIPAA includes any information about health status, provision of health care, or
payment for health care that can be linked to an individual. HIPAA regulations are
interpreted rather broadly and includes any part of a patient’s medical record or payment
history.
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“Permanent Records” are those records which have permanent administrative, fiscal, historical
or legal value.
“Records Disposition Authorization” or “RDA” is the official document utilized by an agency
head to request authority for the disposition of records, see T.C.A. 10-7-509.
“RDA Contact” are State Agency personnel who are designated as the contact for an individual
state agency regarding the agency’s records disposition authorization.
“Security Policy” is the Tennessee Enterprise Information Security Policies, available at
https://www.tn.gov/finance/topic/sts-security-policies.
“State Agency” refers to the various departments, institutions, boards, commissions, and
agencies of the executive branch of government of the State of Tennessee with
exceptions as addressed in Tenn. Comp. R. & Regs. 0690-03-01-.01.”
“Statement of Work” or “SOW” is an End User’s Digital Imaging Services request that fully
describes the End User’s requested services and objectives.
“STS” is Strategic Technology Solutions, Tennessee Department of Finance and Administration.
“Source Media” is any item presented for conversion to digital imaging including but not limited
to a variety of sized paper, microfilm, microfiche, aperture card and any special format
items such as photographs, slides, x-rays, bound books, engineering drawings, plats, or
other specialty items.
“Special Formats” is Source Media such as bound book, photos (both prints and negatives),
newspapers, textual materials, manuscripts, maps, drawings, and other formats. Usually,
this Source Media requires special handling or equipment due to age, fragility, size, etc.
“TIGTA” is the Treasury Inspector General for Tax Administration.
A.3.

Summary of Services.

A.3.a.

Through Contract(s) awarded from RFP# 32110-17101, End Users shall obtain Digital Imaging
Services that include a Needs Assessment and Analysis (“NAA”), Project Implementation Plan,
development of business rules, testing, RDA compliance for destruction of Source Media,
shredding, use of barcoding for indexing autopopulation, output methods (e.g., SFTP, API,
OwnCloud, State server, End User's database, FileNet, SharePoint, and STS approved
alternatives), and file transfer integration using State approved methods.
Digital Imaging Services Category Groups:
GROUP 1 (A) Time-critical and (B) General - Digital Mail Scanning
GROUP 2) Backlog Scanning
GROUP 3) Microform Services
See Contract Attachment E, Pre-Qualified Category Group.

A.3.b.

Description of Digital Imaging Category Groups.

i.

Group 1, Digital Mail Scanning includes Source Media preparation, batching, scanning to
good clear representation of original, and quality check of incoming mail. Source Media
will vary by End User’s incoming mail needs but may include scanning the envelope,
opening and scanning of the contents, and indexing various fields from forms.
A. Group 1 (A) Time-critical are projects which are identified as Critical Priority that
require an expedited return deliverable. Contractor must have a facility location
capable of meeting time-critical/expedited deliverables across all counties in
Tennessee. Contractor must have API capabilities or an STS-approved
alternative output method to ensure End Users can process incoming mail within
time-critical deliverable timeframes.
B. Group 1 (B) General are projects which are identified as Low to Medium Priority
that require generally less time-sensitive return deliverable.

ii.

Group 2, Backlog Scanning includes Source Media scanning to good clear representation
3
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of original and quality check of Source Media. Backlog Scanning services may include
use of flatbed scanners, scanning historical Source Media, and preservation services.
Backlog Scanning may include such items as the following:
1)
2)
3)
4)
5)
6)
7)
8)
9)

iii.

Group 3, Microform Services includes Source Media preparation, electronic conversion to
good clear representation of original and quality check. Items shall include the following:
1)
2)
3)
4)

A.3.c.

Formats < 8.5”x11” up to 11”x17”;
Large formats > 11”x17”
Manual feed on flatbed scanner;
Photographs and photographic negatives or slides;
Manuscripts and bound items;
Historical items;
Engineering documents, plats, maps, drawings, etc.;
Deteriorated items to be placed in a plastic sleeve for scanning; and
Preservation of a variety of permanent records and other historical
Source Media. The services must be tailored to End User’s requirements
because Source Media will have a different range of characteristics (e.g.,
age, size, condition).

Microfilm (roll) 16mm or 35mm
Microfiche Jacket 16mm or 35mm
COM Microfiche
Aperture Card

On-Site Services. [A.3.c. will be added/removed/modified based on the awarded contractor(s)’
answer to RFP A.11. on-site option under RFP# 32110-17101.
End Users may request On-Site Services of the Contractor for all Category Groups. These are
Digital Imaging Services that are performed at the End User’s location. Contractor cannot charge
both an hourly rate and a per image rate applied to the same Source Media. End Users may
request Contractor’s equipment and/or Contractor’s personnel for services. If the End User
provides scanning equipment and capture software, End User must provide training to the
Contractor on capture software and equipment. If Contractor provides scanning equipment, the
Contractor must use high volume production scanners less than three years old.
The End User shall be responsible for location security and network security. Contractor shall be
responsible for scanning equipment (if requested), maintenance/repairs, capture software,
Source Media preparation supplies, and personnel (if requested).
Contractor must obtain and maintain any security clearance for projects that may be required by
the End User at no additional cost to the End User. Security clearance pertains to federal, state
or local laws regarding Contractor’s ability to be onsite, view, use or obtain Source Media.

A.3.d. For each digital imaging project, pre-qualified Contractors shall provide a Project Quote as
defined in Section A.4 (“Project Quote”) from a SOW that describes the services the End User is
seeking. The SOW shall be developed and issued by the End User. Contractors are to prioritize
workload giving AWS projects first priority as identified by the End User in the SOW. The SOW
process shall be competitive as described in Contract Section A.4.f. and shall result in the
selected Contractor providing the requested services. The End User and the selected Contractor
shall enter into a Task Order (“TO”) agreement for the services. See Contract Attachment D, Draft
Task Order.
A.3.e.

Contractor shall be pre-qualified for one or more Category Groups in accordance with the results
of RFP# 32110-17101. See Contract Attachment E, Pre-Qualified Category Group. The End
User shall issue the SOW to all Contractors who are pre-qualified for that Category Group
identified in the Contract. Contractors are awarded by group to the top two best-evaluated
Contractors. Contractors awarded in Group 1 (A) Time-critical must have a service facility location
capable of meeting time-critical/expedited deliverables across all counties in Tennessee using
4
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API capabilities or an STS-approved alternative output method that ensures End Users can
process incoming mail within time-critical deliverable timeframes.
A.3.f.

Any work submitted under the Contract must be directed through the Department of General
Services, Printing & Media Services (“Print Media”). In addition, the End User’s RDA Contact
must be contacted to identify the specific RDAs applicable to Source Media. Both Print Media
and End User’s RDA Contact must pre-approve all SOWs prior to issuance.
Pre-approvals shall be documented in the SOW; if Contractor receives a SOW with no indication
of pre-approvals, Contractor shall contact the End User to obtain a revised SOW that includes
evidence of pre-approvals before submitting a response to the SOW.
This Section A.3.f. only applies to State Agencies. Other governmental bodies and entities, such
as local governments, do not require pre-approvals.

A.3.g.

Any SOWs resulting from this Contract shall not include the purchasing of data processing and
communications equipment (e.g., scanning equipment, digital computers, display devices,
software, LAN/WAN networks), which, for example, may be employed in a Source Media
imaging, retrieval, and storage system.

A.4.

Statement of Work (SOW) and Project Quote Process, and Project Implementation Plan.

A.4.a.

Upon issuance of a TO, Contractor shall provide the services to accomplish the requirements
detailed in the SOW.

A.4.b.

In the SOW, the End User will describe the project’s requirements and the desired deliverables
required to complete the project. Contractor will provide a detailed “Project Quote” from the SOW
that describes how the Contractor will accomplish the project within the anticipated time frame
and project costs as well as describe any limitations the Contractor may have.

A.4.c.

Contractor shall make task assignments and define and manage Contractor’s personnel work
schedules with the goal of accomplishing the End User’s requirements in a timely fashion.
Contractor agrees to bring to bear additional resources as necessary to accomplish the project
within the timeframes stated in the SOW, at no additional cost to the End User.

A.4.d.

The End User will specify the location where the project work will be performed in the SOW.

A.4.e.

Standard State of Tennessee work schedules are based on a Monday through Friday thirty seven
and one-half (37.5) hour work week, typically comprised of five (5) seven and one-half (7.5) hour
workdays, between the hours of 8:00 a.m. CST and 4:30 p.m. CST, excluding State of
Tennessee holidays. Much of the on-site work performed under the Contract will occur during the
standard State of Tennessee work schedule. However, at the End User’s discretion and with preapproval, some projects may require tasks to be performed on weekends, State of Tennessee
holidays, and/or at off-hours Monday through Friday. The SOW will denote such non-standard
work schedule tasks, when applicable.

A.4.f.

Statement of Work.
The SOW will include the following:
1.
2.
3.
4.
5.
6.
7.
8.

Category Group
AWS project identifier
Pre-approvals from Print Media and RDA Contact (State of Tennessee agencies only)
Identification of FTI and proof of End User’s IRS notification, if required
Description of the project including all requirements that must be met
Anticipated project begin and end dates
Required deliverables
Define file output (e.g., OCR PDF) and any known minimum metadata requirements
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9.
10.
11.
12.
13.
14.
15.
16.
17.
A.4.g.

Location(s) where project work will be performed, including the use of on-site resources
at the End User’s discretion
Hardware and software provided by the End User, if applicable
Define any Project Quote sampling requirements, if applicable
End User’s internal state auditing procedures, if applicable
Availability of End User’s staff, if any, to assist with the project requirements
Format and requirements for submission of the Project Quote; End Users should provide
a pricing proposal format that will clearly identify the lowest cost Contractor
SOW number to facilitate tracking
SOW schedule, if applicable, including the written clarification deadline and Project Quote
deadline
Other information deemed necessary by the End User

Project Quote.
Contractor will submit a Project Quote, which will include the following items:

A.4.h.

i.

A description of Contractor’s approach to meet the SOW requirements and provide the
requested services, at the level of detail requested in the SOW.

ii.

At no cost to the End User, a Needs Assessment that accomplishes the project within the
End User’s specified timeframe that details all tasks to be performed. This Needs
Assessment shall include a complete Contractor staffing plan, showing Contractor’s
personnel certifications, identifying any subcontractors, background
investigations/checks, signed non-disclosure agreement, if required, along with
indications of any and all End User’s personnel effort required to complete the project.
Contractor’s personnel may be simultaneously engaged to perform services for other
projects under the Contract; however, Contractor must provide adequate staff in
accordance with A.4.c.

iii.

Any Contractor assumptions on which the Project Quote is based. These assumptions
cannot conflict with or seek to delete the terms and provisions of the Contract. In the
event of a conflict, the Contract will prevail. Contractor must not include its own terms
and conditions as a part of the Project Quote.

iv.

Other information as required by the SOW.

Evaluation of Project Quote.
[Section may be updated based on the outcome of awarded contract(s) under RFP# 3211017101]
i.

After the Project Quote deadline, the End User will review the submitted Project Quotes,
comparing each Contractor’s Project Quote to the SOW requirements. Contractor
submitting the lowest-priced Project Quote conforming to the SOW will be selected to
provide the services.

ii.

End User may request written clarification of the Contractor’s Project Quote during the
review process.

iii.

For statewide contract management purposes, Contractor must forward to CPO Contract
Administrator all submitted Project Quotes.

iii.

End User will communicate the Contractor selected, in writing, to all Contractors that
submitted a Project Quote and the CPO Contract Administrator.

iv.

If the End User selects a Contractor other than the Contractor submitting the lowest cost
then the End User must document the reason(s) the Contractor submitting the lowest
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cost was not selected. Such reason(s) may include, but are not limited to, failure to
comply with one or more of the following:
(1)
(2)
(3)
(4)

v.

A.4.i.

The Project Quote must be delivered by the Project Quote deadline specified in
the SOW.
The Project Quote must meet all requirements defined in the SOW.
The Project Quote must not include any Contractor terms and conditions or seek
to delete or alter the terms and provisions of the Contract.
The total price and associated cost item(s) provided in the Project Quote must
not exceed rates provided in Contract Section C.3, Payment Methodology.

End User shall cancel the SOW if no Project Quotes meeting the SOW requirements are
received.

Task Order – General Instructions.
After the End User has selected the Contractor to perform the SOW, the End User will develop
a TO binding the Contractor to the Project Quote pricing. No terms and conditions shall be
added to the TO. See Contract Attachment D, Draft Task Order. Prior to the Contractor
beginning work on the project, all required signatures must be obtained for the TO, including
Contractor TO signatory(ies), the End User’s TO signatory(ies), and appropriate State officials
in accordance with the Contract and applicable Tennessee laws and regulations. The End
User will only sign the TO and will not sign any Contractor documents related to the project. A
fully executed TO, containing all required signatures, authorizes the Contractor to provide the
requested services. The End User shall not be liable to pay the Contractor for any work
performed prior to the Contractor’s receipt of a fully executed TO.
The Contractor shall be compensated as specified in the Task Order which incorporates the
associated fixed rates. TO shall list all line items, including, but not limited to, manpower,
administrative costs, data integration costs, and travel, required to complete the services and
deliverables in the project as specified. TO fixed rates and line items cannot be added or
modified without a TO amendment. Such a TO amendment, at the sole discretion of the End
User, must be within the scope of the associated SOW. The TO amendment will require the
same signatures as the original TO.
No TO can be entered into beyond the end date of this Contract, the Master Contract.
See Contract Attachment D of the Contract for a draft of the TO document. End User’s
signatories shall vary based on the associated SOW. The State reserves the right to modify
the format of this document at any time during the Term of the Contract.

A.4.j. Task Order – Termination.
The End User may immediately terminate for convenience any or all of the TOs entered into by
the End User and the Contractor pursuant to the Contract by giving the Contractor ten (10)
business’s day written notice. The Contractor shall be entitled to receive equitable
compensation for satisfactory authorized services completed prior to the termination date.
If the Contractor or Contractor’s subcontractor fails to properly perform their obligations under any
TO entered into by the End User and the Contractor pursuant to the Contract, or violate any of
the terms of the Contract, the End User shall have the right to terminate for cause any or all of the
Contractor's TOs, and to withhold payments in excess of fair compensation for completed
services. The End User will provide notification of termination for cause in writing. This notice
will: (1) specify in reasonable detail the nature of the breach; (2) provide the Contractor with an
opportunity to cure, which must be requested in writing no less than ten (10) business days from
the date of the termination notice; and (3) shall specify the effective date of termination in the
event Contractor fails to correct the breach. Contractor must present the End User with a written
request detailing the efforts it will take to resolve the problem and the time period for such
resolution. Contractor shall not be relieved of liability to the State for damages sustained by
virtue of any breach of Contract by Contractor. This section shall not limit the State’s right to
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terminate the Contract for convenience or cause in accordance with Contract Section D.5. and
D.6.
A.4.k. Miscellaneous Policies and Procedures.
1. Contractor and its subcontractors are responsible for any parking costs.
2. Contractor and its subcontractors do not have access to the State of Tennessee health
clinic.
3. Contractor and its subcontractors may not reserve and/or operate State of Tennessee
vehicles.
A.4.l.

Contractor’s Non-Response to SOWs.
[Section may be updated based on the outcome of awarded contract(s) under RFP# 3211017101]
1. For all SOWs, the Contractor shall submit either a Project Quote, as defined in Contract
Section A.3.h., or written justification that the Contractor is unable to submit a Project Quote.
Written justification must state the reason for the non-submission.
2. If the Contractor fails to submit a Project Quote to two (2) consecutive SOWs within a single
Category Group or four (4) consecutive SOWs across all pre-qualified Category Groups,
without providing sufficient written justification for the non-submissions, the State, at its sole
discretion, may disqualify the Contractor from the Category Group or cancel the Contract. If
the State determines there are legitimate reasons for non-submissions, the non-submission
will not be considered as a failure to submit. A Project Quote is considered as a submission,
regardless of whether the Project Quote is selected or not selected.
3. The State shall be the sole determinant as to whether the written justification provided for
non-submission is sufficient and may request the Contractor to provide additional written
justification.

A.4.m. Project Implementation Plan.
At the outset of each project, the End User and Contractor will create a Project Implementation
Plan describing the exact processes for services. Upon execution of the TO, Contractor must
contact the End User within three (3) business days to set up the initial project kick-off meeting.
The Project Implementation Plan must determine the service level agreements and business
rules for each project which Contractor and End Users must follow before commencement of
work and throughout the project’s end. The Project Implementation Plan shall include the
following:
1. Include required pre-approvals to use contract through Print Media and
appropriate RDA Contact;
2. Project Implementation Plan form(s);
3. Project parameters;
4. Transport, receipt and delivery of Source Media;
5. Inventory tracking/Chain of Custody;
6. RDA process to clearly define and identify any federal, state and local statutes
and policies which require specific Source Media retention be followed;
7. Define metadata requirements;
8. Define End User’s internal state auditing procedures, if applicable;
9. Define business processes;
10. Defining special handling instructions for items to be returned (e.g.; original
documents such as a birth certificates and driver’s licenses, and checks)
11. Source Media Type Identification for batching capabilities;
12. Source Media Preparation;
13. Source Media Handling;
14. Source Media file name;
15. Indexing;
8
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16.
17.
18.
19.
20.
21.
22.
23.
24.
25.

ICR/OCR/OMR;
Source Media Re-preparation;
Interfacing with End User’s systems;
Records management;
Shredding parameters which includes written approval via email;
Source Media storage;
Source Media return method;
Product delivery report;
Escalation Policy and contact information;
Media storage.

A.5.

Contractor shall provide all labor, materials, tools, equipment and shredding required for the
scanning, indexing, and imaging of Source Media.

A.6.

Contractor shall be responsible for the safekeeping of all Source Media upon receipt from the End
User. Source Media is irreplaceable and must be safeguarded. Contractor shall store Source
Media in a secure, dry location taking into consideration handling of fragile originals. Contractor
must store Source Media at a minimum of three (3) inches above the ground and away from
windows and steam or water pipes, must be guarded against direct light, and protected against
water damage from possible broken water main, and protected against water damage from use of
a sprinkler system, with protection from damage due to the environment or human error. Source
Media may be stored in a standard size archive box with lid or container crate with lid. Storage
shall be in a locked location with minimal fluctuation in temperature and humidity, and include
areas that are:
a.
b.
c.
d.
e.
f.

Temperature maintained in the 65–72° range;
Humidity maintained at 50-60% +/- 5%;
Protected from fire by the installation of smoke detectors and fire extinguishers. Water
sprinklers must not be utilized in Source Media storage areas;
Free of vermin and insects;
Far from water pipes; and,
Not in a flood zone or other natural disaster area.

Specific to Microform Source Media, at all times (including transportation, storage and
processing) Source Media shall be in an environment that maintains a temperature not less than
forty-five (45) degrees and not more than sixty-five (65) degrees and with a humidity level that
does not exceed forty (40) percent.
A.7.

Contractor Account Manager. The Contractor shall assign, at its own expense, one or more
Account Manager(s), to manage the services and deliverables specified in the Contract.
Changes in Account Manager(s) must meet the minimum qualifications as outlined in RFP#
32110-17101. Contractor must provide notice of a change in Account Manager assignment to the
CPO Contract Administrator within ten (10) business days outlining the reasoning for the change
and proof of minimum qualifications. The Account Manager responsibilities shall include the
following:
a.
b.
c.
d.
e.
f.
g.
h.
i.

coordinating meetings;
coordinating with End User and developing the Project Implementation Plan and
business rules that apply to each project and each Source Media type;
providing End User with copies of Contractor’s policy, procedure and operational
manuals as required in the Contract;
providing End User with proof of HIPAA/PII/FTI Compliance Training for all staff involved
in scanning;
coordinating with Contractor’s technical personnel, STS, and the End User for Source
Media output;
monitoring the assignment of tasks to Contractor personnel;
tracking and reporting performance and progress of each project;
monitoring the quality of services delivered;
addressing any compliance or personnel issues that arise;
9
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j.
k.

defining procedure for notification of unauthorized access to data whether actual or
potential risk has occurred; and,
coordinating invoicing procedures with the State in accordance with specific Agency
procedures and invoicing specified within the Contract.

A.8.

Meetings. Upon the State’s request and upon reasonable notice, Contractor shall meet with
appropriate State personnel, committees, boards and commissions to explain reports or to
discuss any other matter in connection with the services being performed. At the sole discretion
of the State, any such meetings may be held in person at the State's facilities in Nashville.

A.9

Sampling. Contractor shall test and perform quality assurance checks on a sampling of Source
Media for each project before services are to be utilized under the Contract at no additional cost
to the End User. Once the End User is satisfied with the quality of the scanning process, services
can begin. From the sampling of Source Media, Contractor and End User must work together to
apply the NARA Guidelines to assist in the development and determination of metadata
categories and minimum metadata set applicable.

A.10.

Pickup/Delivery. The Contractor or subcontractor is solely responsible for the transport of all
Source Media in secure vehicles. Vehicles are to remain locked at all times during transit. At no
time will any Source Media be left unattended during transit. If Source Media contains FTI,
Contractor must meet IRS Publication 1075 requirements.
Specific to Microform Source Media, see Section A.6. for transportation temperature and humidity
requirements.
See Section A.4.e. for standard State hours of operation. Contractor may request prior approval
from the End User for after-hour services. In the event of any approval by the End User for afterhour services, Contractor may not invoice any additional charges. Contractor should obtain End
User’s hours of operation at the time of TO.

A.11.

Source Media Retrieval/Special Handling.
a. The State may request that certain Source Media in the Contractor’s possession be made
available for access within twenty-four (24) hours of End User’s request. Contractor shall
provide the State with personnel contact information to make a request for or to receive
access to Source Media after business hours.
b. Contractor shall accommodate State requests to return specified Source Media in a manner
prescribed by the End User. If items are requested to be mailed back to the End User,
Contractor may be reimbursed by the End User for actual postage cost.
c.

If Source Media is returned to the End User, all Source Media must be returned in the same
condition and sequence as the original submission, unless otherwise specified by the End
User.

A.12.

Tracking and Inventory. Contractor must document chain of custody from the point of initial
possession of the Source Media to return possession to the End User or through certification of
destruction. Contractor shall inventory and acknowledge receipt of all items received as stated in
the Project Implementation Plan. It is intended that the Contractor shall maintain an automated
tracking system to allow for retrieval of any box or source media that is in process, through
shredding and/or storage. Any discrepancies between the End User’s inventory transmittal and
the items received by the Contractor are to be resolved within ten (10) calendar days. If Source
Media is identified as FTI, Contractor must meet IRS Publication 1075 requirements.

A.13.

Microform Conversion On Demand (applies to Group 3).
a.

Requests for Source Media in the possession of the Contractor may occur during the
project.

10

8-18-16 FA

A.14.

b.

Conversion of specific Source Media should be completed in a timeframe agreed upon by
the Contractor and the End User.

c.

Files converted on demand must follow End User’s scanning parameters as outlined in
the Project Implementation Plan.

Source Media Preparation and Scanning. Contractor shall perform Source Media preparation as
necessary to scan Source Media. The Project Implementation Plan may specify any combination
and complexity of the following:
a. Contractor must provide special Source Media handling, which may include secure
overnight storage (e.g., vault), expert care and handling, stringent standards for
temperature, humidity, light, air quality, gas fire suppression, UV light exposure limits,
etc., with protection from damage due to the elements or human error, as required by the
End User.
b. Contractor must be able to scan mixed-sized Source Media (e.g., sticky notes, certified
mail cards) and large formats, if applicable, without the use of automated document
feeders or other mechanical handling methods unless those methods allow a straight
paper path and a non-mechanical method of clearing jams. Source Media shall be
placed into archival enclosures as needed to ensure that mechanical handling does not
cause damage.
c.

Prior to beginning any imaging project, Contractor and End User must evaluate the
condition of Source Media and steps needed for preservation of the Source Media,
particularly for Source Media created prior to 1900.

d. Source Media that has been stored in a rolled or tri-folded state are more fragile.
Contractor must ensure Source Media is properly prepared before unfolding, flattening
and scanning so as to keep them from cracking or tearing when flattened.
e. Contractor must use appropriate imaging methods, such as use of a face-up or planetary
scanner, that will not damage any wax seals, paper seals, raised embossed seals, or
other intended permanent items affixed to Source Media.
f.

The Contractor, if approved by End User to do so, may remove any staples, paper clips,
straight pins, grommets, and all other paper fasteners as well as unfold and flatten
Source Media as necessary for proper imaging, provided that such removal does not
damage or weaken Source Media.
Preparation fees. Preparation fees for Group 1 (A and B), Digital Mail Scanning, and
Group 3, Microform services, must be included in the Digital Mail Scanning, bundled
services, and Microform services fee.
Preparation fees for Group 2, Backlog Scanning, may be charged for easy preparation
and for difficult preparation. Difficult preparation means that Source Media is of poor
quality where most pages require substantial preparation time before scanning can occur
(i.e., easy preparation example is Source Media is in large folders with few staples and
binder clips vs. difficult preparation where most of the items are stapled, contain paper
clips and sticky notes and contain different-sized Source Media.) Contractor cannot
charge either preparation fee if End User prepares Source Media for scanning.

g. Contractor must have processes in place to remove any Source Media that may be
damaged by imaging from the imaging workflow and to notify and advise the End User
regarding appropriate measures for handling and treatment of these items. End User
must be given written notice of this process before the work begins.
h. Contractor must be able to scan Source Media of non-standard weights (e.g., carbon
paper, onionskin paper, card stock), including non-wood-based stocks (skins, vellums
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and parchments), and other Source Media for which the use of automated document
feeders or other mechanical handling methods is not acceptable or appropriate.
i.

Contractor must provide Special Format services for Source Media including bound
books, photographic prints, transparent media (both negatives and slides), newspapers,
manuscripts, maps, architectural drawings, three-dimensional objects, and a variety of
other fragile or friable Source Media. Such services will use appropriate equipment, such
as planetary cameras, camera-based reprographic systems, book cradles and/or
dedicated book scanners, etc.

j.

Contractor must be able to provide services for on-site boxing and labeling of Source
Media which includes electronic tracking capabilities such as barcoding.

k.

(Applies to Group 3) Contractor must be able to perform Microform services to include
Source Media preparation, electronic conversion to good clear representation of original,
and quality check in the following formats:
1)
2)
3)
4)

l.

Microfilm Roll Film 16mm or 35mm
Microfiche Jacket 16mm or 35mm
COM Microfiche
Aperture Card

Contractor must have the capability to reassemble, if requested, Source Media to return it
to the original state after scanning to include but not limited to re-stapling and re-paper
clipping of Source Media.

m. Contractor must have the capability to stamp Source Media (e.g. bates, date, etc.).
Contractor must ensure integrity of the Source Media not to apply any image overlay on
existing data. In stances of high volume where Source Media is scanned the following
day, Contractor must have capability to date stamp the actual date of receipt of Source
Media.
A.15.

Imaging Enhancement.
a.

Contractor must be able to perform image enhancement immediately after digital
imaging.

b.

Contractor must be able to select appropriate bit depth, resolution, tonal dynamic range,
color space, color mode, contrast and other settings to provide best capture from Source
Media to electronic image.

c.

Contractor must include within all Groups’ services fee speckle removal, density
compensation, image rotation and alignment, and skew correction.

A.16.

End of Projects. The Contractor shall meet with the End User and review the Project
Implementation Plan for completion and identify and resolve any outstanding issues.

A.17.

Backup Requirements.
a.

Contractor must digitally backup images during the scanning process.

b.

After shredding occurs, the Contractor shall retain the digital backup for twelve (12)
months. Contractor must delete the digital backup and metadata according to security
controls stated in the Security Policy, and conform to all applicable State and federal laws
regarding information security. Contractor shall provide written and signed documentation
upon destruction of the digital backup and metadata to the End User and CPO Contract
Administrator.

12

8-18-16 FA

c.

Protection of Information. The Contractor shall be responsible for properly protecting all
information used, gathered, or developed as a result of work under the Contract. It is
anticipated that this information will be gathered, created, and stored within the primary
work location. If Contractor personnel must remove any information from the primary
work area, they must protect it to the same extent they would their own proprietary data
or company trade secrets. The use of any information that is subject to the Privacy Act
will be utilized in full accordance with all rules of conduct as applicable to Privacy Act
Information. The State will retain unrestricted rights to State data. The State also
maintains the right to request full copies of the data at any time.
The data that is processed and stored by the various applications within the network
infrastructure contains financial data as well as PII. This data shall be protected against
unauthorized access, disclosure or modification, theft, or destruction. The Contractor
shall ensure that the facilities that house the network infrastructure are physically secure.
The backup data must be available to the State upon request within one (1) business day
or within the timeframe specified otherwise, and shall not be used for any other purpose
other than that specified herein. The Contractor shall provide requested backup data at
no additional cost to the State.

A.18.

Scanning Quality and Production Requirements. Contractor shall complete the following actions,
obligations and responsibilities:
a.

Contractor shall perform a final quality check after digital imaging has been completed
that compares the final output to Source Media delivered to ensure that every image has
been scanned according to the Project Implementation Plan and that no data is missing
or lost. Contractor shall provide with each output delivery a report to the End User and
the CPO Contract Administrator comparing the Source Media to the final output. Use of
page count and single key quality check methods are not acceptable quality checks. A
page by page quality check may be necessary to ensure accuracy.

b.

Contractor shall ensure all Source Media is preserved in a form identical to, or
functionally equal to, the original record.

c.

Contractor shall ensure that each scanned image will have a unique file name as
determined by the End User.

d.

Contractor shall index fields designated by End Users.

e.

Microform Indexing. The End User will collaborate with the Contractor to assign a level of
difficulty to each converted image (low, moderate, or high indexing difficulty). However,
the End User shall have the ultimate authority to decide the level of difficulty for each
converted image. The following describes the different levels of difficulty:
(1) Low Difficulty Indexing. These images are considered low difficulty because the
image quality is generally very good. The DLNs are consecutive throughout the film
and in a consistent location.
(2) Moderate Difficulty Indexing. These images are considered medium difficulty
because the DLNs are not consecutive, but the image quality is generally very good.
(3) High Difficulty Indexing. These images are considered high difficulty because the
image quality is generally poor. There may be multiple DLNs or no DLNs on an
image, and the DLNs are not consecutive.

f.

Contractor shall work with STS for access and integration of End User’s database
system, or other databases as upgrades are made.

g.

Contractor shall scan Source Media in proper orientation without rotation when the
Source Media is displayed.
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A.19.

h.

Contractor shall use a dot per inch measurement that is a good clear representation of
the original Source Media.

i.

Contractor shall not scan blank images, unless specified by the End User.

j.

Contractor shall immediately report to the End User any problem with Source Media that
cannot be captured to meet the specifications as outlined in the Project Implementation
Plan.

k.

Contractor shall post-process digital images (cropping, de-skewing, de-speckling, image
25 rotation). Contractor shall have the capability to OCR Source Media that is scanned.
OCR shall provide an accurate image into a searchable PDF format, and/or integration
with downstream systems. If the OCR searchable PDF does not produce an exact
duplicate of the original, a second image must be provided to the End User that
duplicates the original at no additional cost to the End User.

l.

Contractor shall have the capability to read and interpret barcodes.

m.

Contractor shall perform a consistency check on all the images at no additional charge to
the End User. This shall include image clarity, orientation, and accuracy.

n.

Contractor shall perform an additional random quality check at the request of the End
User (above the quality check included in scanning fees) on a random basis of ten (10)
percent of all Source Media. Additional random quality checks must be performed by
someone other than the individual who initially scanned and indexed the Source Media
and include a quality check of Source Media against every process outlined in the Project
Implementation Plan to include accuracy of indexing, handling exceptions, special
procedures, etc. If more than one (1)% of the total number of images and associated
metadata in a batch, based on the randomly selected sampling, are found to be defective
for any reason, the entire batch should be re-inspected. Any specific errors found in the
random sampling and any additional errors found in the re-inspection must be corrected
at no cost to the End User. If less than one (1)% of the batch is found to be defective,
then only the specific defective images and metadata that are found should be redone.

o.

Corrections. The End User shall have the right to inspect all goods or services provided
by Contractor under the Contract. If, upon inspection, the State determines that the
goods or services are Defective, the State shall notify Contractor, and Contractor shall redeliver the goods or provide the services at no additional cost to the State. Contractor
shall re-scan digital imaging errors, including deficiencies in image quality, consistency,
or enhancement of any defective media at no charge to the End User. Contractor shall
be responsible for corrections up to six months from Output Media delivery, unless
otherwise specified by the End User.

p.

Contractor shall have the capability to use End User’s SQL database files for
autopopulating index fields.

q.

The State may conduct site visits to review and audit Contractor performance and
compliance with scope of services and contract terms and conditions.

Output. Contractor must provide digital master and/or derivative images and index data to the
End User in non-proprietary formats designed by the End User as outlined in the Project
Implementation Plan. Output delivery through email or device mediums are not acceptable (e.g.
encrypted email, flash drives, external drives or CD/DVDs). Acceptable output methods would be
formats compatible with SQL databases, State repositories such as FileNet and SharePoint,
SFTP file transfer, API, OwnCloud, Digital Archive Writer, STS approved alternatives, and
published State standards as updated. Contractor and End User may request an alternative
output method through the CPO Contract Administrator for STS approval.
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Specific to Group 1 (A) Time-critical, Contractor must have a service facility location capable of
meeting time-critical/expedited deliverables across all counties in TN using API capabilities or an
STS-approved alternative output method that ensures End Users can process incoming mail
within time-critical deliverable timeframes.
Contractor’s output files must include Source Media scanned as an OCR text-searchable PDF,
and/or integration with downstream systems; unless otherwise directed in the Project
Implementation Plan. Contractor and End User must work together to ensure the End User’s
minimum metadata requirements have been met during sampling (See A.9. Sampling above).
Electronic Records should be stored in a file format that will ensure that the content of the
Electronic Record is maintained for the required retention period as established by the RDA (See
Electronic Records Policy, 3.1 File Format Determination Policy):
a.
Electronic records requiring retention from creation to three (3) years are
recommended to be stored in low, medium or high confidence file formats.
b.
Electronic records requiring retention for at least three (3) years and up to five (5)
years must be stored in either medium or high confidence level formats.
c.
Electronic records requiring retention for more than five (5) years must be stored
in high confidence file format.
End Users may request digital file formats to be converted to archival microfilm via a Digital
Archive Writer. Contractor’s output must include the film and processing and be compatible with
State digital microfilm readers. Formats include but are not limited to 16mm rolls, 35mm rolls,
and microfiche cards.
If indexing services are chosen by the End User, the Contractor shall return a file containing the
metadata of the indexed information for items scanned at no additional cost to the End User.
Contractor shall assign a unique key to these files to link to the images to the metadata file.
Contractor and the End User must include metadata file instructions within the Project
Implementation Plan.
A.20.

Temporary Labor. Contractor pursuant to the RFP process has submitted a list of credentials and
background information regarding use of temporary staffing agencies that Contractor uses on a
regular basis. Contractor must provide and keep temporary staffing agency information current
with the CPO Contract Administrator to include process for vetting temporary staff, background
investigations/checks, drug testing, etc. If Source Media contains FTI, Contractor must meet IRS
Publication 1075 requirements. See 1075 Section 5.1.1 Background Investigation Minimum
Requirements and A.39.7.i. of the Contract.

A.21.

The sensitive nature of the information being converted dictates that all of the conversion process
be performed in the Continental United States. No offshore processing or offshore use of labor is
permitted. Offshore includes United States territories, embassies or military installations outside
the Continental United States. Source Media may not be received, processed, stored,
transmitted, or disposed of by information technology systems located offshore. Contractor shall
not utilize subcontractors or third parties without the written permission of the CPO Contract
Administrator.

A.22.

Shredding/Destruction.
a.

At the End User’s written request, as outlined in the Project Implementation Plan, the
Contractor is responsible for securely shredding Source Media after the specified storage
period. The End User will specify the length of storage time needed for End User’s quality
assurance period before shredding can occur. Contractor must store Source Media at no
charge to the End User for up to ninety (90) days from media output. Contractor may
charge for extended storage of Source Media if asked by End User to store Source Media
longer than ninety (90) days.
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b.

Contractor or the Contractor’s subcontractor shall provide shredding services. In such
instances where the State reserves the right to use a State shredding supplier as specified
by the End User, shredding will not be included in the SOW or the resulting TO.

c.

End Users may choose to observe the destruction process to ensure security compliance.

d.

All shredding facilities used during the performance of the Contract shall be an AAAcertified member in good standing with NAID.

e.

All Source Media shall be destroyed according to IRS Publication 1075 Media Sanitation
requirements.
Paper or printed media. Paper must be shredded using a cross-cut shredder to effect 5/16"
wide or smaller strips.
Any deviations to the 5/16" requirement must be set at the industry standard (currently ½")
and must be safeguarded until it reaches the stage where it is rendered unreadable
through additional means, such as burning or pulping. Pulping of Source Media must be
accomplished only after material has been shredded. To safeguard the Source Media that
deviates from the 5/16" requirement, Contractor must obtain a second certificate of
destruction maintaining the chain of custody from the shredding location to the burning or
pulping location.
If Contractor or its subcontractors use IRS Publication 1075 specifications, then
Contractor’s annual NAID certification must include review of its shredding dimensions and
compliance with IRS Publication 1075’s additional means for burning or pulping.
Electronic media. Electronic media (e.g., hard drives, tapes, CDs, and flash media) must
be destroyed according to guidance in IRS Publication 1075, Section 9.3.10.6, Media
Sanitization (MP-6), and Section 9.4.7, Media Sanitization.
Microfilm and microfiche. Contractor and its subcontractors must destroy Microforms
(microfilm, microfiche, or other reduced image photo negatives) by burning.
Note: The above listed specifications are the current dimensions for Source Media
destruction requirements to meet the requirements under IRS Publication 1075. If at any
point these specifications are updated by the IRS, it is the Contractor’s responsibility to
abide by the new specifications and notify the CPO Contract Administrator immediately.
Any adjustment or modification to the above-listed specifications to meet IRS Publication
1075 requirements will not require an amendment.

f.

Contractor and subcontractors shall be solely responsible for shredding all Source Media
and must maintain chain of custody at all times and during transit. At no time shall any
Source Media be left unattended. All vehicles used for transfer or destruction of Source
Media shall have lockable cabs and lockable, fully enclosed boxes. Once Source Media
has been destroyed, Contractor shall provide the End User with a certificate of destruction
that the Contractor signs, verifying what Source Media has been destroyed, the date of
destruction and that the security of the Source Media was safeguarded through the entire
process.

g.

Contractor and subcontractors shall maintain NAID certification throughout the entirety of
the Contract. Contractor shall immediately notify the CPO Contract Administrator if
Contractor or subcontractor fails to maintain NAID certification and if Contractor receives
official notification loss of certification will occur if the Contractor does not comply with NAID
requirements within 24 hours. Contractor and all approved subcontractors shall supply the
State with copy of NAID certification when requested at no additional charge to the State.
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h.

Contractor and subcontractors shall be licensed pursuant to all applicable federal, state,
and local laws, ordinances, rules, and regulations and shall upon request provide proof of
licenses at no additional charge to the State.

i.

Contractor and subcontractors must acknowledge that they will be handling confidential
information and must agree to maintain the confidentiality of the information. All records
are to be disposed of as required in IRS Publication 1075 for Media Sanitation. Contractor
must ensure that all shredded Source Media is not used for packing material or animal
bedding. Hand tearing, recycling, or burying information in a landfill are unacceptable
methods of disposal.
Contractor or subcontractor shall:
1.

Ensure compliance with all state, federal or local laws, including without limitation
HIPAA guidelines;
Ensure that there are appropriate safeguards to prevent use or disclosure of the
information;
Immediately inform the End User, the CPO Contract Administrator, and the data
security officer (See Section D.2. of the Contract) of any use or disclosure of
information; and,
Ensure that all subcontractor and third-party entity (e.g. paper mills, trucking
companies) employees are aware and prohibited from disclosing confidential
information.

2.
3.

4.

A.23.

Shredding Subcontracting.
a.

Subcontractors shall be an AAA-certified member in good standing with NAID.

b.

Prior to using a subcontractor, Contractor is required to obtain written authorization from
the CPO Contract Administrator via letter or email with permission to subcontract. The
authorization request letter or email shall include the following information:
1.

The subcontractor(s) name, address, contact person(s), email(s) and telephone
number(s);

2.

A brief description of the work to be performed;

3.

An estimated dollar amount to be given to the subcontractor for the job or annually;
and,

4.

State whether the request is for a one-time job or continued service.

c.

Subcontractor personnel are required to sign-in and sign-out and meet the same
requirements as the Contractor's personnel.

d.

Contractor cannot charge any higher rates than the contract rate even though their
subcontractor may be charging a higher rate to the Contractor.

e.

Contractor shall be responsible for paying their subcontractor(s).

A.24.

Workload Adjustments. Contractor must immediately contact the CPO Contract Administrator
when staffing or ability to perform scope of services is hindered in any manner.

A.25.

Purchase and Usage Reports. Contractor shall submit monthly and quarterly reports in Microsoft
Excel format to the CPO Contract Administrator. Reports shall provide statistical data on all
purchases made from the awarded contract. Reports must include the ability to sort/summarize
by End User, End User subaccounts, item number, category, and services description.
Contractor must provide all data requested in a flat file format as designated by the CPO Contract
Administrator. This statistical data will be detailed and broken down by line item to include, but
not limited to the following:
1.

Contract number
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2.
3.
4.
5.
6.
7.
8.
9.
10.
11.
12.

SOW and TO Numbers
Identify End User and any identifiable ID for End User with multiple locations
Line Item Number
Service description and cost utilized for billing
Invoice date
Invoice number
Usage volume for invoicing period
Usage volume to date by End User and by location
Usage volume to date for all contract usage
Sub totals for each category above
Grand totals for each category above

Quarterly Reports: Contractor will submit quarterly reports to the CPO Contract Administrator no
later than ten (10) days after the end of the State’s quarter (e.g. a fiscal year quarter 2 report for
October – December is due no later than January 10th). At the State’s sole discretion, the State
may extend the time allowed to complete quarterly reports. Quarterly reports shall provide
statistical data on all purchases under the Contract by End User’s business unit and locations.
Contractor agrees to provide all data requested in a flat file format as designated by the CPO
Contract Administrator.
Diversity Business and Subcontractor Usage Reports: The Contractor shall submit monthly
reports of returns, credits, savings, net purchases, and percent of net purchases by
subcontractors, small business enterprises, and businesses owned by minorities, women, and
Tennessee service-disabled veterans. Such reports shall be submitted to the State of Tennessee
Governor's Office of Diversity Business Enterprise in the TN Diversity Software available online
at: https://tn.diversitysoftware.com/FrontEnd/StartCertification.asp?TN=tn&XID=9810.
Custom Reports: Contractor shall provide mutually agreed upon custom/special reports, as
requested periodically by the State, at no additional cost to the State. The State may request
customer reports from time to time.
A.26.

Contractor's Personnel and Staffing. Contractor must warrant that all persons assigned to
perform the services under the Contract are either lawful employees of Contractor or lawful
employees of a subcontractor authorized by the State. All of Contractor’s or any subcontractor’s
personnel shall comply with the confidentiality requirements of the Contract and the security
requirements of the Contract.
All persons assigned to perform the services under the Contract shall be qualified to perform
services with all professional licenses required to perform the services. Contractor warrants that
an adequate number of appropriately qualified personnel will be employed and available to
provide the services under the Contract and in accordance with the requirements set forth in
RFP# 32110-17101.

A.27.

Contractor and subcontractors shall be required to follow an End User’s internal state auditing
procedures. For example, Department of Human Service’s internal audit division requires
additional annual training of staff to include watching the IRS disclosure awareness video, signing
a training log, and signing an acknowledgement agreement.

A.28.

Industry Standards. The Contractor warrants that all aspects of the services provided by it shall
at a minimum conform to the standards in the Contractor’s industry. This requirement shall be in
addition to any express warranties, representations, and specifications included in the Contract,
which shall take precedence.

A.29.

Access to Confidential Data. The Contractor’s employees and subcontractors may have access
to confidential data maintained by the State to the extent necessary to carry out the Contractor's
responsibilities under the Contract. All information received pursuant to the Contract is
confidential and shall remain the property of the State at all times and Contractor shall:
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A.30.

i.

Provide to the State annually a written description of the Contractor's policies and
procedures to safeguard confidential information;

ii.

Must have policies of confidentiality that address, as appropriate, information
conveyed in verbal, written, and electronic formats;

iii.

Must designate one individual who shall remain the responsible authority in
charge of all data collected, used, or disseminated by the Contractor in connection
with the performance of the Contract; and,

iv.

Provide adequate supervision and training to its employees and subcontractors to
ensure compliance with the terms of the Contract.

Some services performed for the State may require the Contractor to sign a nondisclosure
agreement. Contractor understands and agrees that refusal or failure to sign such a
nondisclosure agreement, if required, may result in termination of the Contract.
a.

No Dissemination of Confidential Data. No confidential data collected, maintained, or
used in the course of performance of the Contract shall be disseminated except as
authorized by law and with the written consent of the State, either during the period of the
Contract or thereafter. Any data supplied to or created by the Contractor shall be
considered the property of the State. The Contractor must return any and all data
collected, maintained, created or used in the course of the performance of the Contract,
in whatever form it is maintained, promptly at the request of the State.

b.

If a nondisclosure agreement is required by the End User, Contractor must send signed
non-disclosure agreements for all current employees and subcontractors within ten (10)
days of the Effective Date of the Contract and for new employees at the time of hire.

c.

Subpoena. In the event that a subpoena or other legal process is served upon the
Contractor seeking records containing confidential information, the Contractor shall, to
the extent legally allowable, promptly notify the State and cooperate with the State in any
lawful effort to protect confidential information.

d.

Reporting of Unauthorized Disclosure. The Contractor shall immediately notify the
appropriate State identified contact, as listed in Section D.2. of the Contract or as listed
within the Project Implementation Plan, within 24 hours or sooner, unless shorter time is
required by applicable law of any unauthorized disclosure of confidential information.

e.

Survives Termination. The Contractor’s confidentiality obligation under the Contract shall
survive termination of the Contract and be followed per Tenn. Code Ann. 10-7-301(2).

A.32.

Encryption. All data shall be encrypted at rest and in transit with controlled access. Unless
otherwise stipulated, Contractor is responsible for encryption of the data. Contractor shall ensure
drive encryption consistent with validated cryptography standards as referenced in FIPS 140-2,
Security Requirements for Cryptographic Modules for all personal data. The Contractor’s data
encryption solution must support 256-bit encryption or latest State policy or requirement. This
provision also applies to the data-at-rest and data-in-transit protections provided as a part of the
services provided, even if protection of data-at-rest or data-in-transit is implemented by external
modules (rather than the solution itself). The CPO Contract Administrator will hold all encryption
keys.

A.33.

Access to Security Logs and Reports. The Contractor shall provide reports to the State in a
format as agreed to by both the Contractor and the End User. Reports shall include latency
statistics, a comprehensive list of all attempts to access, successful or unsuccessful, the IP
address associated with each attempt to access, successful or unsuccessful, the historical record
detailing all attempts at access, successful or otherwise, listed by IP address and security logs for
all State electronic or digital records or media created through or interacted with as part of the
services provided hereunder related to the Contract.
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A.34.

Separation of Duties. To reduce the risk of accidental change or unauthorized access to
operational software and business data, there should be a separation of duties based on
development, test, and operational facilities.
Confidential data shall not be copied into development and/or test (“dev-test”) environments
(including development environments and all forms of test environments, including unit, system,
integration and/or user acceptance, as well as any variation thereof). Dev-test environments
should not be directly connected to production environments, and there should be no
intermingling of data between dev-test and production environments. Dev-test activities should as
appropriate incorporate the test environment which emulates the production environment as
closely as possible in order to mitigate unanticipated issues being introduced as a result of
electronic code arising from dev-test activities being promoted into a production environment. The
Contractor shall limit access to all State data information whether in hard copy or electronic
(“data” is defined as factual information such as measurements or statistics used as a basis for
reasoning, discussion, calculation and/or decision-making). The Contractor shall take all steps
necessary to ensure that its employees are provided access to State data only and strictly to the
extent that that access is necessary in order for the employee to carry out his or her duties as
part of the Contractor’s provision of services hereunder. The Contractor and its employees shall
comply with all applicable federal and/or state laws, regulations and rules governing data privacy.
The Contractor shall certify that all of its employees have as appropriate completed required
training with respect to data privacy.

A.35.

System Interfaces. In the course of providing services hereunder, the Contractor will be required
to electronically exchange data and/or information between State information systems, including
software applications and databases, and third-party information systems including software and
databases. The discovery phase of the design process must include evaluation of the existing
interfaces and specify modifications, enhancements, or replacements to the interfaces which
must be integrated into the system. The Contractor shall develop interfaces that feature
standardized data formats and characteristics as well as standardized methods of communication
and data interchange where applicable. The Contractor must also provide data schema and
mappings and a fully documented set of standard application interfaces to allow for future
external data sharing.
The Contractor shall develop specification documentation for each interface incorporated into the
State System. The Interface Specifications shall be non-proprietary and the property of the State.
The State shall have full distribution rights to the interface specifications developed for the
system. The system shall provide State staff the ability to select the method of interchange.
Interfaces may be real time, batch or a combination of both.
The Contractor shall use encryption for all data transfers and must secure all APIs and Open
Interfaces. Protocols and communication ports associated with specific interfaces shall be
determined by the Contractor and approved by the State during design.

A.36.

Security Audits. The State may conduct audits of Contractor’s compliance with the Security
Policy, including those obligations imposed by federal or State law, regulation or policy. The
State’s right to conduct security audits is independent of any other audit or monitoring required by
the Contract. The timing and frequency of such audits shall be at the State’s discretion and may,
but not necessarily shall, be in response to a security incident.
A security audit may include the following: (i) review of access logs, screen shots and other paper
or electronic documentation relating to Contractor’s compliance with the Security Policy. This
may include review of documentation relevant to subcontractors or suppliers of security
equipment and services used with respect to State data; (ii) physical inspection of controls such
as door locks, file storage, communications systems, and employee identification procedures;
and (iii) interviews of responsible technical and management personnel regarding security
procedures.
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Contractor shall provide reports or additional information upon request of the State and access by
the State or the State’s designated staff to Contractor’s facilities or any location involved with
providing services to the State or involved with processing or storing State data, and Contractor
shall cooperate with State staff and audit requests submitted under this Section. Any confidential
information of either party accessed or disclosed during the course of the security audit shall be
treated as set forth under the Contract or federal or State law or regulations. Each party shall
bear its own expenses incurred in the course of conducting this security audit. Contractor shall at
its own expense promptly rectify any non-compliance with the Security Policy or other
requirements identified by this security audit and provide proof to the State thereof.
A.37.

Physical Security. All enterprise data processing facilities that process or store data shall have
multiple layers of physical security. Each layer must be independent and separate of the
preceding or following layers.
All facilities should have, at a minimum, a single security perimeter protecting it from unauthorized
access, damage or interference. Secure areas should be protected by appropriate entry controls
to restrict access only to authorized personnel. Procedures for working in secure areas should be
created and implemented. Access points such as delivery and loading areas and other points
where unauthorized persons could enter the premises should be controlled, and if possible,
isolated from information processing facilities. Equipment should be located in secured areas or
protected to reduce the risks from environment threats and hazards, and to reduce the
opportunities for unauthorized access. Secured cabinets or facilities should support further
segregation based on role and responsibility. Contractor must ensure that unattended data
processing equipment has appropriate protection.
Contractor shall perform an independent audit of its data centers at its expense, and provide a
redacted version of the audit report on a yearly basis to the CPO Contract Administrator.
Contractor may remove its proprietary information from the redacted version. A Service
Organization Control (SOC) 2 audit report or approved equivalent sets the minimum level of a
third-party audit.

A.38.

Security Certification, Accreditation, Audit. Contractor's processing facility must be certified as
FedRAMP, ISO27001, or SOC-2 Type 2, and Contractor must maintain and provide proof of a
valid certification on an annual basis to the CPO Contract Administrator.

A.39.

Security.
1)

Contractor must only connect imaging equipment to the Internet for specified media
output to the End User, unless otherwise specified by End User.

2)

All End User’s data that has been, or will be, provided to Contractor or subcontractor is
solely for use in connection with providing the services under the Contract. Re-use of
any data in any form is not permitted. Contractor agrees that it will not access, use or
disclose End User’s data for any purpose not necessary for the performance of its duties
under the Contract. Without the End User’s approval, neither Contractor or subcontractor
shall: (i) use data other than in connection with providing the contract services; (ii)
disclose, sell, assign, lease, or otherwise provide data to third parties, including any local,
state, or federal legislative body; (iii) commercially exploit the data or allow the data to be
commercially exploited; or (iv) create, distribute, or use any electronic or hard copy
mailing list of End User’s customers.

3)

Contractor shall provide safeguards against theft, loss, and damage of Source Media.
No unauthorized reproduction or duplication of any media produced by the Contractor is
permissible.

4)

Federal Tax Information (FTI). If Source Media is identified as FTI:
a)

Contractor must be compliant with IRS Publication 1075 as described in
Attachment B of the Contract, Federally mandated requirements for general
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service contracts and technology services contracts with access to federal tax
return information. Contractor’s proof of compliance must be provided annually
to the CPO Contract Administrator.
b)

Contractors who receive, transmit, process and store FTI on behalf of End Users
are subject to IRS review and testing (See 1075 et. al. and Section 5.4.3. Review
and Availability of Contractor Facilities). If Contractor receives FTI information,
Contractor must verify End User’s IRS notification has occurred before
acceptance of Source Media (See A.4.f. Statement of Work of this Contract).

c)

Specific to FTI security, upon discovery of a possible improper inspection or
disclosure of FTI, including breaches and security incidents, the Contractor must
comply with the conveyance instructions detailed in Section D.2 herein. With
respect to such an incident and/or breach, the Contractor must provide the
required notice to the State Chief Information Security Officer and the State Data
Privacy Officer immediately, but no later than 24 hours after identification of
disclosure involving FTI. End User must contact the Treasury Inspector General
for Tax Administration (TIGTA)’s Atlanta field division immediately, but no later
than 24 hours after identification of a possible issue involving FTI by calling 470639-3792, or as amended.

d)

Contractor’s inventory records of electronic media must be maintained and
reviewed semi-annually for control and accountability by End User’s agency (See
1075, Section 4.5 Physical Security of Computers, Electronic, and Removable
Media and Section 3.0 Recordkeeping Requirement for additional information).

e)

Contractor and Contractor’s employees with access to or who use FTI Source
Media must meet the background investigation/check requirements defined in
1075 Section 5.1.1 Background Investigation Minimum Requirements.

f)

Shredding.
1. Contractor must verify that the sanitization and disposal process of Source
Media maintains confidentiality. A representative sampling of Source Media
must be tested for proper sanitization to assure that proper protection is
maintained.
2. Destruction must be witnessed by an End User’s agency employee, unless
the agency falls under the stated exemptions listed in IRS Publication 1075.

5)

Contractor shall sanitize scanning devices in accordance with IRS Publication 1075
requirements (see NIST PUB 800-88 Revision 1): 1) before work may begin and 2) at
the time services are completed for each project. Confirmation of sanitization must be
provided to via email communication to CPO Contract Administrator within three (3)
business days of completion of the sanitization process.

6)

Contractor shall engage in a continuous cycle of process improvement and vigilance to
assess risks, monitor and test security protection, and implement change to protect the
State’s data. Contractor must perform such continuous process improvement and to
upgrade its security protection during the term of the Contract.

7)

Security methods that Contractor must include, but is not limited to, the following:
i)

Conducting annual criminal background checks of all employees of Contractor
equivalent to a ten (10) year felony background check before they are assigned
to perform services under the Contract. Contractor must send updates to the
CPO Contract Administrator for all staff annually and for new employees at the
time of hire. End Users may have federal or statutory requirements in addition to
the requirement above, such as Criminal Justice or FTI Source Media, which are
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subject to a FIS Tier 2 standard background investigation. See
https://www.irs.gov/uac/safeguards-program website: Office hours notes:
“Background investigation requirements” PDF.
ii)

Contractor must require Contractor’s personnel to notify Contractor of any arrest
(to include the date of arrest, arresting entity, and charges) no later than the end
of the first business day following an arrest. Within one business day of such
notification, the Contractor in turn shall notify the CPO Contract Administrator of
such arrest. Contractor must also require the individual who has been arrested
to provide an official offense report to the Contractor as soon as possible but no
later than 30 calendar days from the date of the arrest. Within one business day
of receipt, the Contractor in turn shall provide the State with a copy of such
offense report.

iii)

Contractor must have a written security protocol which is updated at a minimum
of yearly.

iv)

Building security must include the use of cameras, high fences, separate key
card access to scanning area, use of data firewalls, and other security methods
as stated in the Security Policy. No cell phone or any type of recording devices
may be allowed within the scanning areas or storage areas.

v)

Contractor shall comply with all applicable laws and regulations regarding Source
Media which contain HIPAA, PII and FTI information in meeting its obligations.

A.40.

Disaster Recovery/Continuity of Operations Plan. Contractor acknowledges and represents to
the State that it has implemented a disaster recovery/continuity of operations plan that may be
executed in the event of a natural disaster or man-made disaster. Such plan shall be made
available to the CPO Contract Administrator annually.

A.41.

Security Incident and Data Breach. Contractor shall inform the CPO Contract Administrator of
any security incident or data breach. Contractor may need to communicate with outside parties
regarding a security incident, which may include contacting law enforcement, fielding media
inquiries, and seeking external expertise as mutually directed, defined by law or contained in the
Contract. Discussing security incidents with the State must be handled on an urgent as-needed
basis, as part of Contractor communication and mitigation processes as directed by the State,
defined by law or contained in the Contract.
Contractor shall report any security incident to the appropriate State identified contact
immediately. If the Contractor has actual knowledge of a confirmed data breach that affects the
security of any State content that is subject to applicable data breach notification law, Contractor
shall:
a.

b.

c.
d.
e.

Promptly notify the appropriate State identified contact, as listed in Section D.2. of the
Contract or as listed within the Project Implementation Plan, within 24 hours or sooner,
unless shorter time is required by applicable law;
When providing notice of a security incident and/or data breach, the Contractor must
comply with the conveyance instructions detailed in Section D.2 herein. With respect to
such an incident and/or breach, the Contractor must provide the required notice to the
State Chief Information Security Officer and the State Data Privacy Officer only, and no
other individual on the list. Any further communication with End User regarding
Disclosure shall be the responsibility of the State.
Take commercially reasonable measures to report perceived security incidents to
address the data breach in a timely manner;
Cooperate with the State as reasonably requested by the State to investigate and resolve
the data breach;
Promptly implement necessary remedial measures, if necessary; and,
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f.

Document responsive actions taken related to the data breach, including any postincident review of events and actions taken to make changes in business practices in
providing the services, if necessary.

Unless otherwise stipulated, if a data breach is a direct result of the Contractor’s breach of its
Contract obligation to encrypt personal data or otherwise prevent its release, Contractor shall
bear the costs associated with (1) the investigation and resolution of the data breach; (2)
notifications to individuals, regulators or others required by State law; (3) a credit monitoring
service required by State (or federal) law; (4) a website or a toll-free number and call center for
affected individuals required by State law - all not to exceed the average per record per person
cost calculated for data breaches in the United States (currently $201 per record/person) in the
most recent Cost of Data Breach Study: Global Analysis published by the Ponemon Institute at
the time of the data breach; and (5) complete all corrective actions as reasonably determined by
Contractor based on root cause; all [(1) through (5)] subject to the Contract's limitation of liability.
A.42.

Service Locations. For all groups, Contractor must be able to provide services to all Tennessee
counties.
Specific to Group 1 (A) Time-critical, Digital Mail Scanning, pre-qualified Contractors must have a
service facility location capable of meeting time-critical/expedited deliverables across all counties
in Tennessee using API capabilities or an STS-approved alternative output method that ensures
End Users can process incoming mail within time-critical deliverable timeframes.

A.43.

Transition Cooperation and Cooperation with other Contractors. Upon expiration or termination of
the Contract, Contractor shall provide detailed procedures to enable the Contract to transition to
the State or management by a third party at no additional cost to the State. Contractor shall work
with the State under the State’s management supervision for a period of sixty (60) days, prior to
the expiration or termination of the Contract, to ensure the orderly transfer and efficient transition
from current Contractor to the State or management by a third party. Contractor shall provide full
disclosure to the State and the third-party contractor about the equipment, software, or services
required to perform the services for the State and shall transfer any and all records, files and logs
to the State regarding work performed for the State during the Contract period.
Further, in the event that the State has entered into or enters into agreements with other
contractors for additional work related to services rendered under the Contract, Contractor must
cooperate fully with such other contractors. Contractor shall not commit any act which will
interfere with the performance of work by any other contractor.

A.44.

Other Governmental Bodies and qualified non-profit agencies may utilize the Contract as
negotiated by the State.
The State shall not be responsible or liable for the transactions between the users and these
entities.

[A.45. will be added/removed based on the awarded contractor(s)’ answer to RFP A.10. local user option
under RFP# 32110-17101.]
A.45.

Statewide Contract. This Contract establishes a source or sources of supply for all Tennessee
State Agencies. “Tennessee State Agency” refers to the various departments, institutions,
boards, commissions, and agencies of the executive branch of government of the State of
Tennessee with exceptions as addressed in Tenn. Comp. R. & Regs. 0690-03-01-.01. The
Contractor shall provide all goods or services and deliverables as required by this Contract to all
State Agencies.
The Contractor may also extend this Contract to the following entities, who are authorized to and
who may purchase off of this Statewide Contract (“Authorized Users”):

24

8-18-16 FA

a. all Tennessee State governmental entities (this includes the legislative branch;
judicial branch; and, commissions and boards of the State outside of the
executive branch of government);
b. Tennessee local governmental agencies;
c. members of the University of Tennessee or Tennessee Board of Regents
systems;
d. any private nonprofit institution of higher education chartered in Tennessee; and,
e. any corporation which is exempted from taxation under 26 U.S.C. Section 501(c)
(3), as amended, and which contracts with the Department of Mental Health and
Substance Abuse to provide services to the public (Tenn. Code Ann. § 33-21001).
These Authorized Users may utilize this Contract by purchasing directly from the Contractor
according to their own procurement policies and procedures. The State is not responsible or
liable for the transactions between the Contractor and Authorized Users.
A.46.

Volume Incentive. A Volume Incentive payment will be included in the cost of all services
purchased against the State of Tennessee Statewide Contract (SWC 404 Digital Imaging
Services). This _% (_) [to be determined during RFP process] fee will be paid back to the State
of Tennessee based on quarterly Contract Usage Reports, See A.25 above, documenting State,
local government, non-profit entity purchases, and other governmental bodies.
The Volume Incentive Percentage will be determined quarterly from the Effective Date of the
Contract identified in Section B.1. of the Contract and will be based on the total accumulative
volume of spend set forth in the tier structure below for the duration of the Contract Term,
including renewals. The Volume Incentive payable will be paid by Contractor within forty-five (45)
days after the end of each quarter.

Volume Incentive Tiers

Volume Incentive
Percentage

Equal to or greater than $0 but less than $_____

___%

Equal to or greater than $_____ but less than $_______

___%

Equal to or greater than $_____ but less than $_______

___%

Equal to or greater than $_____ but less than $_______

___%

Equal to or greater than $_____ but less than $_______

___%

Equal to or greater than $_____ but less than $_______

___%

Equal to or greater than $_____ but less than $_______

___%

The fee is due to the State by the 45th day following the ending of the specified reporting period.
Calendar Quarter 1 (Jan 1-Mar 31)
Calendar Quarter 2 (Apr 1-June 30)
Calendar Quarter 3 (July 1-Sep 30)
Calendar Quarter 4 (Oct 1-Dec 31)
The payments will be mailed to:
Ron Plumb, Director of Financial Management
Department of General Services
665 Mainstream Drive, 2nd Floor
Nashville, TN 37243
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All reports shall be submitted via email to the CPO Contract Administrator: Kelly Johns,
Kelly.X.Johns@tn.gov
A.47.

Escalation Policy. Contractor and End User must establish a contact list and escalation policy
which designates staff, responsibility roles, and their level of escalating contact in order from
highest to lowest. Each individual is to report problems to the next level within 24 hours of
notification. The contact list may also include information for support departments such as
technical services, service calls, supplier payments, billing and invoices, etc.

A.48.

Warranty. Contractor represents and warrants that the term of the warranty (“Warranty Period”)
shall be the greater of the Term of this Contract or any other warranty general offered by
Contractor, its suppliers, or manufacturers to customers of its goods or services. The goods or
services provided under this Contract shall conform to the terms and conditions of this Contract
throughout the Warranty Period. Any nonconformance of the goods or services to the terms and
conditions of this Contract shall constitute a “Defect” and shall be considered “Defective.” If
Contractor receives notice of a Defect during the Warranty Period, then Contractor shall correct
the Defect, at no additional charge.
Contractor represents and warrants that the State is authorized to possess and use all
equipment, materials, software, and deliverables provided under this Contract.
Contractor represents and warrants that all goods or services provided under this Contract shall
be provided in a timely and professional manner, by qualified and skilled individuals, and in
conformity with standards generally accepted in Contractor’s industry.
If Contractor fails to provide the goods or services as warranted, then Contractor will re-provide
the goods or services at no additional charge. If Contractor is unable or unwilling to re-provide
the goods or services as warranted, then the State shall be entitled to recover the fees paid to
Contractor for the Defective goods or services. Any exercise of the State’s rights under this
Section shall not prejudice the State’s rights to seek any other remedies available under this
Contract or applicable law.

B.

TERM OF CONTRACT:

B.1.

This Contract shall be effective on DATE (“Effective Date”) and extend for a period of thirty-six
(36) months after the Effective Date (“Term”). The State shall have no obligation for goods or
services provided by the Contractor prior to the Effective Date.

B.2.

Renewal Options. This Contract may be renewed upon satisfactory completion of the Term. The
State reserves the right to execute up to two (2) renewal options under the same terms and
conditions for a period not to exceed twelve (12) months each by the State, at the State's sole
option. In no event, however, shall the maximum Term, including all renewals or extensions,
exceed a total of sixty (60) months.

B.3.

Term Extension. The State may extend the Term an additional period of time, not to exceed one
hundred-eighty (180) days beyond the expiration date of this Contract, under the same terms and
conditions, at the State’s sole option. In no event, however, shall the maximum Term, including
all renewals or extensions, exceed a total of sixty (60) months.

C.

PAYMENT TERMS AND CONDITIONS:

C.1.

Estimated Liability. The total purchases of any goods or services under the Contract are not
known. The State estimates the purchases during the Term shall be DOLLAR AMOUNT
($NUMBER) (“Estimated Liability”). This Contract does not grant the Contractor any exclusive
rights. The State does not guarantee that it will buy any minimum quantity of goods or services
under this Contract. Subject to the terms and conditions of this Contract, the Contractor will only
be paid for goods or services provided under this Contract after a purchase order is issued to
Contractor by the State or as otherwise specified by this Contract.
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C.2.

Compensation Firm. The payment methodology in Section C.3. of this Contract shall constitute
the entire compensation due the Contractor for all goods or services provided under this Contract
regardless of the difficulty, materials or equipment required. The payment methodology includes
all applicable taxes, fees, overhead, and all other direct and indirect costs incurred or to be
incurred by the Contractor. The not to exceed rates and the liability of the State under this
Contract rates are firm for the duration of this Contract and are not subject to escalation for any
reason unless amended.

C.3.

Payment Methodology. The Contractor shall be compensated based on the payment
methodology for goods or services authorized by the State in a total amount as set forth in
Section C.1.
a. Upon completion of the work, i.e. Deliverables, described in an SOW for which the
Contractor’s Project Quote was selected, Contractor shall be compensated as set forth in
the Task Order.
b. Contractor must either charge an hourly rate or a per image rate. For example, Contractor
cannot charge an hourly rate and a per image rate for the same Source Media.
c.

Contractor shall be compensated based upon the following not to exceed rates:

[See RFP Attachment 6.3.Cost Proposal & Scoring Guide, Excel Worksheet titled “Digital Imaging
Services RFP – Cost Evaluation Model” which includes the pricing descriptions and UOM for each group.
Section will be updated based on the outcome of awarded contract(s) under RFP# 32110-17101. The
chart line items will be only the line items awarded by group to each Contractor.]

Goods or Services Description

Amount
(per compensable increment)

Milestone

$ Number

Unit

$ Number each

Job Title /Activity

$ Number per Hour /Day /etc.

Volume Incentive
Use & Repeat Rows Above as Necessary

C.4.

Travel Compensation. The Contractor shall not be compensated or reimbursed for travel time,
travel expenses, meals, or lodging.

C.5.

Invoice Requirements. The Contractor shall invoice the State only for goods delivered and
accepted by the State or services satisfactorily provided at the amounts stipulated in Section C.3.,
above. Contractor shall submit invoices and necessary supporting documentation, no more
frequently than once a month, and no later than thirty (30) days after goods or services have
been provided to the following address:
State Agency Billing Address as defined on the Purchase Order/Task Order
a. Each invoice, on Contractor’s letterhead, shall clearly and accurately detail all of the
following information (calculations must be extended and totaled correctly):
(1)
(2)
(3)
(4)

Invoice number (assigned by the Contractor);
Invoice date;
Contract number (assigned by the State);
Customer account name: State Agency & Division Name as defined on the Purchase
Order/Task Order;
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(5)

Customer account number (assigned by the Contractor to the above-referenced
Customer);
(6) Contractor name;
(7) Contractor Tennessee Edison registration ID number;
(8) Contractor contact for invoice questions (name, phone, or email);
(9) Contractor remittance address;
(10) Description of delivered goods or services provided and invoiced, including
identifying information as applicable;
(11) Complete Itemization of Charges, which shall detail the following:
i.
ii.
iii.
iv.
v.
vi.
vii.

Task Order Number being invoiced
Service or Milestone Description (including name & title as applicable) of each
service invoiced
Number of Completed Units, Increments, Hours, or Days as applicable, of each
service invoiced
Applicable Payment Rate (as stipulated by Section C.3.) of each service
invoiced
Amount Due by Service
Total Amount Due for the invoice period
See A.25. Purchase and Usage Reports for additional requirements

b. Contractor’s invoices shall:
(1)

(2)
(3)

(4)

Only include charges for goods delivered or services provided as described in
Section A and in accordance with payment terms and conditions set forth in Section
C;
Only be submitted for goods delivered or services completed and shall not include
any charge for future goods to be delivered or services to be performed;
Not include Contractor’s taxes, which includes without limitation Contractor’s sales
and use tax, excise taxes, franchise taxes, real or personal property taxes, or income
taxes;
Include shipping or delivery charges only as authorized in this Contract.

c. The timeframe for payment (or any discounts) begins only when the State is in
receipt of an invoice that meets the minimum requirements of this Section C.5.
C.6.

Payment of Invoice. A payment by the State shall not prejudice the State's right to object to or
question any payment, invoice, or other matter. A payment by the State shall not be construed as
acceptance of goods delivered, any part of the services provided, or as approval of any amount
invoiced.

C.7.

Invoice Reductions. The Contractor's invoice shall be subject to reduction for amounts included
in any invoice or payment that is determined by the State, on the basis of audits conducted in
accordance with the terms of this Contract, to not constitute proper compensation for goods
delivered or services provided.

C.8.

Deductions. The State reserves the right to deduct from amounts, which are or shall become due
and payable to the Contractor under this or any contract between the Contractor and the State of
Tennessee, any amounts that are or shall become due and payable to the State of Tennessee by
the Contractor.

C.9.

Prerequisite Documentation. The Contractor shall not invoice the State under this Contract until
the State has received the following, properly completed documentation. At the State’s option, it
may make payments to Contractor by automated clearing house (“ACH”) or the State Purchasing
Card (“P-Card”).
a.

The Contractor shall complete, sign, and present to the State:
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(1)
An "Authorization Agreement for Automatic Deposit Form" provided by the State.
By doing so, the Contractor acknowledges and agrees that, once this form is received by
the State, payments to the Contractor, under this or any other contract the Contractor has
with the State of Tennessee, may be made by ACH; and
(2)
An “Authorization to Receive Payments by Purchasing Card Form” provided by
the State. By doing so, the Contractor agrees that payments to the Contractor under this
Contract may be made using the State P-Card and Contractor will provide level III data
reporting information.
b.

The Contractor shall complete, sign, and return to the State the State-provided W-9 form.
The taxpayer identification number on the W-9 form must be the same as the
Contractor's Federal Employer Identification Number or Social Security Number
referenced in the Contractor’s Edison registration information.

D.

MANDATORY TERMS AND CONDITIONS:

D.1.

Required Approvals. The State is not bound by this Contract until it is duly approved by the
Parties and all appropriate State officials in accordance with applicable Tennessee laws and
regulations. Depending upon the specifics of this Contract, this may include approvals by the
Commissioner of Finance and Administration, the Commissioner of Human Resources, the
Comptroller of the Treasury, and the Chief Procurement Officer. Approvals shall be evidenced by
a signature or electronic approval.

D.2.

Communications and Contacts. All instructions, notices, consents, demands, or other
communications required or contemplated by this Contract shall be in writing and shall be made
by certified, first class mail, return receipt requested and postage prepaid, by overnight courier
service with an asset tracking system, or by email or facsimile transmission with recipient
confirmation. All communications, regardless of method of transmission, shall be addressed to
the respective Party at the appropriate mailing address, facsimile number, or email address as
stated below or any other address provided in writing by a Party.
The State:
CPO Contract Administrator:
Kelly Johns, Category Specialist
Department of General Services, Central Procurement Office
Tennessee Tower, 3rd Floor
312 Rosa L. Parks Ave, Nashville, TN 37243
Email Address Kelly.X.Johns@tn.gov
Telephone # 615-741-8852
RDA Director:
Kevin F. Callaghan, Director
Records Management Division
Office of Tennessee Secretary of State Tre Hargett
312 Rosa L. Parks Avenue, 8th Floor
William R. Snodgrass Tower
Nashville, TN 37243
Email Address Kevin.Callaghan@tn.gov
Telephone # 615-253-4566
Printing & Media Services:
Tammy Golden, Assistant Commissioner
Communication, Publishing & Distribution
Andrew Jackson Building, B-8
500 Deaderick St.
Nashville, TN 37243
Telephone p. 615-741-4199 c. 615-516-2435
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Email: Tammy.Golden@tn.gov
Vicky Goodin, Director
Printing & Media Services
Andrew Jackson Building, B-8
500 Deaderick St., Nashville, TN 37243
Telephone p. 615-532-9663 c. 615-400-3797
Email: Vicky.Goodin@tn.gov
Data Privacy/Security Officer:
Curtis Clan CISSP, Chief Information Security Officer
Department of Finance and Administration, STS
901 5th Ave North, Nashville, TN 37243
p. 615-741-9109 c. 615-626-1268
Email: curtis.clan@tn.gov
Peter Gallinari, Data Privacy Officer
Department of Finance and Administration, STS
901 5th Ave North, Nashville, TN 37243
Telephone: 615-253-8563
Email: Peter.Gallinari@tn.gov
The Contractor:
Contractor Contact Name & Title
Contractor Name
Address
Email Address
Telephone # Number
FAX # Number
All instructions, notices, consents, demands, or other communications shall be considered
effective upon receipt or recipient confirmation as may be required.
D.3.

Modification and Amendment. This Contract may be modified only by a written amendment
signed by all Parties and approved by all applicable State officials.

D.4.

Subject to Funds Availability. The Contract is subject to the appropriation and availability of State
or federal funds. In the event that the funds are not appropriated or are otherwise unavailable,
the State reserves the right to terminate this Contract upon written notice to the Contractor. The
State’s exercise of its right to terminate this Contract shall not constitute a breach of Contract by
the State. Upon receipt of the written notice, the Contractor shall cease all work associated with
the Contract. If the State terminates this Contract due to lack of funds availability, the Contractor
shall be entitled to compensation for all conforming goods requested and accepted by the State
and for all satisfactory and authorized services completed as of the termination date. Should the
State exercise its right to terminate this Contract due to unavailability of funds, the Contractor
shall have no right to recover from the State any actual, general, special, incidental,
consequential, or any other damages of any description or amount.

D.5.

Termination for Convenience. The State may terminate this Contract for convenience without
cause and for any reason. The State shall give the Contractor at least thirty (30) days written
notice before the termination date. The Contractor shall be entitled to compensation for all
conforming goods delivered and accepted by the State or for satisfactory, authorized services
completed as of the termination date. In no event shall the State be liable to the Contractor for
compensation for any goods neither requested nor accepted by the State or for any services
neither requested by the State nor satisfactorily performed by the Contractor. In no event shall
the State’s exercise of its right to terminate this Contract for convenience relieve the Contractor of
any liability to the State for any damages or claims arising under this Contract.
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D.6.

Termination for Cause. If the Contractor fails to properly perform its obligations under this
Contract in a timely or proper manner, or if the Contractor materially violates any terms of this
Contract (“Breach Condition”),the State shall have the right to immediately terminate the Contract
and withhold payments in excess of compensation for completed services or provided goods.
Notwithstanding the above, the Contractor shall not be relieved of liability to the State for
damages sustained by virtue of any Breach Condition and the State may seek other remedies
allowed at law or in equity for breach of this Contract.

D.7.

Assignment and Subcontracting. The Contractor shall not assign this Contract or enter into a
subcontract for any of the goods or services provided under this Contract without the prior written
approval of the State. Notwithstanding any use of the approved subcontractors, the Contractor
shall be the prime contractor and responsible for compliance with all terms and conditions of this
Contract. The State reserves the right to request additional information or impose additional
terms and conditions before approving an assignment of this Contract in whole or in part or the
use of subcontractors in fulfilling the Contractor’s obligations under this Contract.

D.8.

Conflicts of Interest. The Contractor warrants that no part of the Contractor’s compensation shall
be paid directly or indirectly to an employee or official of the State of Tennessee as wages,
compensation, or gifts in exchange for acting as an officer, agent, employee, subcontractor, or
consultant to the Contractor in connection with any work contemplated or performed under this
Contract.
The Contractor acknowledges, understands, and agrees that this Contract shall be null and void if
the Contractor is, or within the past six (6) months has been, an employee of the State of
Tennessee or if the Contractor is an entity in which a controlling interest is held by an individual
who is, or within the past six (6) months has been, an employee of the State of Tennessee.

D.9.

Nondiscrimination. The Contractor hereby agrees, warrants, and assures that no person shall be
excluded from participation in, be denied benefits of, or be otherwise subjected to discrimination
in the performance of this Contract or in the employment practices of the Contractor on the
grounds of handicap or disability, age, race, creed, color, religion, sex, national origin, or any
other classification protected by federal or state law. The Contractor shall, upon request, show
proof of nondiscrimination and shall post in conspicuous places, available to all employees and
applicants, notices of nondiscrimination.

D.10.

Prohibition of Illegal Immigrants. The requirements of Tenn. Code Ann. § 12-3-309 addressing
the use of illegal immigrants in the performance of any contract to supply goods or services to the
state of Tennessee, shall be a material provision of this Contract, a breach of which shall be
grounds for monetary and other penalties, up to and including termination of this Contract.
a.

The Contractor agrees that the Contractor shall not knowingly utilize the services of an
illegal immigrant in the performance of this Contract and shall not knowingly utilize the
services of any subcontractor who will utilize the services of an illegal immigrant in the
performance of this Contract. The Contractor shall reaffirm this attestation, in writing, by
submitting to the State a completed and signed copy of the document at Attachment A,
semi-annually during the Term. If the Contractor is a party to more than one contract with
the State, the Contractor may submit one attestation that applies to all contracts with the
State. All Contractor attestations shall be maintained by the Contractor and made
available to State officials upon request.

b.

Prior to the use of any subcontractor in the performance of this Contract, and semiannually thereafter, during the Term, the Contractor shall obtain and retain a current,
written attestation that the subcontractor shall not knowingly utilize the services of an
illegal immigrant to perform work under this Contract and shall not knowingly utilize the
services of any subcontractor who will utilize the services of an illegal immigrant to
perform work under this Contract. Attestations obtained from subcontractors shall be
maintained by the Contractor and made available to State officials upon request.
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c.

The Contractor shall maintain records for all personnel used in the performance of this
Contract. Contractor’s records shall be subject to review and random inspection at any
reasonable time upon reasonable notice by the State.

d.

The Contractor understands and agrees that failure to comply with this section will be
subject to the sanctions of Tenn. Code Ann. § 12-3-309 for acts or omissions occurring
after its effective date.

e.

For purposes of this Contract, "illegal immigrant" shall be defined as any person who is
not: (i) a United States citizen; (ii) a Lawful Permanent Resident; (iii) a person whose
physical presence in the United States is authorized; (iv) allowed by the federal
Department of Homeland Security and who, under federal immigration laws or
regulations, is authorized to be employed in the U.S.; or (v) is otherwise authorized to
provide services under the Contract.

D.11.

Records. The Contractor shall maintain documentation for all charges under this Contract. The
books, records, and documents of the Contractor, for work performed or money received under
this Contract, shall be maintained for a period of five (5) full years from the date of the final
payment and shall be subject to audit at any reasonable time and upon reasonable notice by the
State, the Comptroller of the Treasury, or their duly appointed representatives. The financial
statements shall be prepared in accordance with generally accepted accounting principles.

D.12.

Monitoring. The Contractor’s activities conducted and records maintained pursuant to this
Contract shall be subject to monitoring and evaluation by the State, the Comptroller of the
Treasury, or their duly appointed representatives.

D.13.

Progress Reports. The Contractor shall submit brief, periodic, progress reports to the State as
requested.

D.14.

Strict Performance. Failure by any Party to this Contract to require, in any one or more cases,
the strict performance of any of the terms, covenants, conditions, or provisions of this Contract
shall not be construed as a waiver or relinquishment of any term, covenant, condition, or
provision. No term or condition of this Contract shall be held to be waived, modified, or deleted
except by a written amendment signed by the Parties.

D.15.

Independent Contractor. The Parties shall not act as employees, partners, joint venturers, or
associates of one another. The Parties are independent contracting entities. Nothing in this
Contract shall be construed to create an employer/employee relationship or to allow either Party
to exercise control or direction over the manner or method by which the other transacts its
business affairs or provides its usual services. The employees or agents of one Party are not
employees or agents of the other Party.

D.16

Patient Protection and Affordable Care Act. The Contractor agrees that it will be responsible for
compliance with the Patient Protection and Affordable Care Act (“PPACA”) with respect to itself
and its employees, including any obligation to report health insurance coverage, provide health
insurance coverage, or pay any financial assessment, tax, or penalty for not providing health
insurance. The Contractor shall indemnify the State and hold it harmless for any costs to the
State arising from Contractor’s failure to fulfill its PPACA responsibilities for itself or its
employees.

D.17.

Limitation of State’s Liability. The State shall have no liability except as specifically provided in
this Contract. In no event will the State be liable to the Contractor or any other party for any lost
revenues, lost profits, loss of business, decrease in the value of any securities or cash position,
time, money, goodwill, or any indirect, special, incidental, punitive, exemplary or consequential
damages of any nature, whether based on warranty, contract, statute, regulation, tort (including
but not limited to negligence), or any other legal theory that may arise under this Contract or
otherwise. The State’s total liability under this Contract (including any exhibits, schedules,
amendments or other attachments to the Contract) or otherwise shall under no circumstances
exceed the Maximum Liability. This limitation of liability is cumulative and not per incident.
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D.18.

Limitation of Contractor’s Liability. In accordance with Tenn. Code Ann. § 12-3-701, the
Contractor’s liability for all claims arising under this Contract shall be limited to an amount equal
to two (2) times the Estimated Liability amount detailed in Section C.1. and as may be amended,
PROVIDED THAT in no event shall this Section limit the liability of the Contractor for: (i)
intellectual property or any Contractor indemnity obligations for infringement for third-party
intellectual property rights; (ii) any claims covered by any specific provision in the Contract
providing for liquidated damages; or (iii) any claims for intentional torts, criminal acts, fraudulent
conduct, or acts or omissions that result in personal injuries or death.

D.19.

Hold Harmless. The Contractor agrees to indemnify and hold harmless the State of Tennessee
as well as its officers, agents, and employees from and against any and all claims, liabilities,
losses, and causes of action which may arise, accrue, or result to any person, firm, corporation,
or other entity which may be injured or damaged as a result of acts, omissions, or negligence on
the part of the Contractor, its employees, or any person acting for or on its or their behalf relating
to this Contract. The Contractor further agrees it shall be liable for the reasonable cost of
attorneys for the State to enforce the terms of this Contract.
In the event of any suit or claim, the Parties shall give each other immediate notice and provide
all necessary assistance to respond. The failure of the State to give notice shall only relieve the
Contractor of its obligations under this Section to the extent that the Contractor can demonstrate
actual prejudice arising from the failure to give notice. This Section shall not grant the Contractor,
through its attorneys, the right to represent the State in any legal matter, as the right to represent
the State is governed by Tenn. Code Ann. § 8-6-106.

D.20.

D.21.

HIPAA Compliance. The State and Contractor shall comply with obligations under the Health
Insurance Portability and Accountability Act of 1996 (“HIPAA”), Health Information Technology for
Economic and Clinical Health (“HITECH”) Act and any other relevant laws and regulations
regarding privacy (collectively the “Privacy Rules”). The obligations set forth in this Section shall
survive the termination of this Contract.
a.

Contractor warrants to the State that it is familiar with the requirements of the Privacy
Rules, and will comply with all applicable requirements in the course of this Contract.

b.

Contractor warrants that it will cooperate with the State, including cooperation and
coordination with State privacy officials and other compliance officers required by the
Privacy Rules, in the course of performance of the Contract so that both parties will be in
compliance with the Privacy Rules.

c.

The State and the Contractor will sign documents, including but not limited to business
associate agreements, as required by the Privacy Rules and that are reasonably
necessary to keep the State and Contractor in compliance with the Privacy Rules. This
provision shall not apply if information received or delivered by the parties under this
Contract is NOT “protected health information” as defined by the Privacy Rules, or if the
Privacy Rules permit the parties to receive or deliver the information without entering into
a business associate agreement or signing another document.

d.

The Contractor will indemnify the State and hold it harmless for any violation by the
Contractor or its subcontractors of the Privacy Rules. This includes the costs of
responding to a breach of protected health information, the costs of responding to a
government enforcement action related to the breach, and any fines, penalties, or
damages paid by the State because of the violation.

Tennessee Consolidated Retirement System. Subject to statutory exceptions contained in Tenn.
Code Ann. §§ 8-36-801, et seq., the law governing the Tennessee Consolidated Retirement
System (“TCRS”), provides that if a retired member of TCRS, or of any superseded system
administered by TCRS, or of any local retirement fund established under Tenn. Code Ann. §§ 835-101, et seq., accepts State employment, the member's retirement allowance is suspended
during the period of the employment. Accordingly and notwithstanding any provision of this
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Contract to the contrary, the Contractor agrees that if it is later determined that the true nature of
the working relationship between the Contractor and the State under this Contract is that of
“employee/employer” and not that of an independent contractor, the Contractor, if a retired
member of TCRS, may be required to repay to TCRS the amount of retirement benefits the
Contractor received from TCRS during the Term.
D.22.

Tennessee Department of Revenue Registration. The Contractor shall comply with all applicable
registration requirements contained in Tenn. Code Ann. §§ 67-6-601 – 608. Compliance with
applicable registration requirements is a material requirement of this Contract.

D.23.

Debarment and Suspension. The Contractor certifies, to the best of its knowledge and belief, that
it, its current and future principals, its current and future subcontractors and their principals:
a.

are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from covered transactions by any federal or state department or
agency;

b.

have not within a three (3) year period preceding this Contract been convicted of, or had
a civil judgment rendered against them from commission of fraud, or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (federal, state, or
local) transaction or grant under a public transaction; violation of federal or state antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification, or
destruction of records, making false statements, or receiving stolen property;

c.

are not presently indicted or otherwise criminally or civilly charged by a government entity
(federal, state, or local) with commission of any of the offenses detailed in section b. of
this certification; and

d.

have not within a three (3) year period preceding this Contract had one or more public
transactions (federal, state, or local) terminated for cause or default.

The Contractor shall provide immediate written notice to the State if at any time it learns that
there was an earlier failure to disclose information or that due to changed circumstances, its
principals or the principals of its subcontractors are excluded, disqualified, or presently fall under
any of the prohibitions of sections a-d.
D.24.

Force Majeure. “Force Majeure Event” means fire, flood, earthquake, elements of nature or acts
of God, wars, riots, civil disorders, rebellions or revolutions, acts of terrorism or any other similar
cause beyond the reasonable control of the Party except to the extent that the non-performing
Party is at fault in failing to prevent or causing the default or delay, and provided that the default
or delay cannot reasonably be circumvented by the non-performing Party through the use of
alternate sources, workaround plans or other means. A strike, lockout or labor dispute shall not
excuse either Party from its obligations under this Contract. Except as set forth in this Section,
any failure or delay by a Party in the performance of its obligations under this Contract arising
from a Force Majeure Event is not a default under this Contract or grounds for termination. The
non-performing Party will be excused from performing those obligations directly affected by the
Force Majeure Event, and only for as long as the Force Majeure Event continues, provided that
the Party continues to use diligent, good faith efforts to resume performance without delay. The
occurrence of a Force Majeure Event affecting Contractor’s representatives, suppliers,
subcontractors, customers or business apart from this Contract is not a Force Majeure Event
under this Contract. Contractor will promptly notify the State of any delay caused by a Force
Majeure Event (to be confirmed in a written notice to the State within one (1) day of the inception
of the delay) that a Force Majeure Event has occurred, and will describe in reasonable detail the
nature of the Force Majeure Event. If any Force Majeure Event results in a delay in Contractor’s
performance longer than forty-eight (48) hours, the State may, upon notice to Contractor: (a)
cease payment of the fees until Contractor resumes performance of the affected obligations; or
(b) immediately terminate this Contract or any purchase order, in whole or in part, without further
payment except for fees then due and payable. Contractor will not increase its charges under
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this Contract or charge the State any fees other than those provided for in this Contract as the
result of a Force Majeure Event.
D.25.

State and Federal Compliance. The Contractor shall comply with all applicable state and federal
laws and regulations in the performance of this Contract.

D.26.

Governing Law. This Contract shall be governed by and construed in accordance with the laws
of the State of Tennessee. The Tennessee Claims Commission or the state or federal courts in
Tennessee shall be the venue for all claims, disputes, or disagreements arising under this
Contract. The Contractor acknowledges and agrees that any rights, claims, or remedies against
the State of Tennessee or its employees arising under this Contract shall be subject to and
limited to those rights and remedies available under Tenn. Code Ann. §§ 9-8-101 - 407.

D.27.

Entire Agreement. This Contract is complete and contains the entire understanding between the
Parties relating to its subject matter, including all the terms and conditions of the Parties’
agreement. This Contract supersedes any and all prior understandings, representations,
negotiations, and agreements between the Parties, whether written or oral.

D.28.

Severability. If any terms and conditions of this Contract are held to be invalid or unenforceable
as a matter of law, the other terms and conditions of this Contract shall not be affected and shall
remain in full force and effect. The terms and conditions of this Contract are severable.

D.29.

Headings. Section headings of this Contract are for reference purposes only and shall not be
construed as part of this Contract.

D.30.

Incorporation of Additional Documents. Each of the following documents is included as a part of
this Contract by reference. In the event of a discrepancy or ambiguity regarding the Contractor’s
duties, responsibilities, and performance under this Contract, these items shall govern in order of
precedence below:
a.
b.
c.
d.
e.
f.

any amendment to this Contract, with the latter in time controlling over any earlier
amendments;
this Contract with any attachments or exhibits (excluding the items listed at subsections
c. through f., below), which includes Attachment A, B, C, D, E, and F.
any clarifications of or addenda to the Contractor’s proposal seeking this Contract;
the State solicitation, as may be amended, requesting responses in competition for this
Contract;
any technical specifications provided to proposers during the procurement process to
award this Contract; and
the Contractor’s response seeking this Contract.

D.31.

Iran Divestment Act. The requirements of Tenn. Code Ann. § 12-12-101 et.seq., addressing
contracting with persons with investment activities in Iran, shall be a material provision of this
Contract. The Contractor agrees, under penalty of perjury, that to the best of its knowledge and
belief that it is not on the list created pursuant to Tenn. Code Ann. § 12-12-106.

D.32.

Insurance. Contractor shall provide the State a certificate of insurance (“COI”) evidencing the
coverages and amounts specified below. The COI shall be provided ten (10) business days prior
to the Effective Date and again upon renewal or replacement of coverages required by this
Contract. If insurance expires during the Term, the State must receive a new COI at least thirty
(30) calendar days prior to the insurance’s expiration date. If the Contractor loses insurance
coverage, does not renew coverage, or for any reason becomes uninsured during the Term, the
Contractor shall notify the State immediately.
The COI shall be on a form approved by the Tennessee Department of Commerce and Insurance
(“TDCI”) and signed by an authorized representative of the insurer. The COI shall list each
insurer’s national association of insurance commissioners (also known as NAIC) number or
federal employer identification number and list the State of Tennessee, Risk Manager, 312 Rosa
L. Parks Ave., 3rd floor Central Procurement Office, Nashville, TN 37243 in the certificate holder
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section. At any time, the State may require the Contractor to provide a valid COI detailing
coverage description; insurance company; policy number; exceptions; exclusions; policy effective
date; policy expiration date; limits of liability; and the name and address of insured. The
Contractor’s failure to maintain or submit evidence of insurance coverage is considered a material
breach of this Contract.
If the Contractor desires to self-insure, then a COI will not be required to prove coverage. In
place of the COI, the Contractor must provide a certificate of self-insurance or a letter on the
Contractor’s letterhead detailing its coverage, liability policy amounts, and proof of funds to
reasonably cover such expenses. Compliance with Tenn. Code Ann. § 50-6-405 and the rules of
the TDCI is required for the Contractor to self-insure workers’ compensation.
All insurance companies must be: (a) acceptable to the State; (b) authorized by the TDCI to
transact business in the State of Tennessee; and (c) rated A- VII or better by A. M. Best. The
Contractor shall provide the State evidence that all subcontractors maintain the required
insurance or that the subcontractors are included under the Contractor’s policy.
The Contractor agrees to name the State as an additional insured on any insurance policies with
the exception of workers’ compensation (employer liability) and professional liability (errors and
omissions) (“Professional Liability”) insurance. Also, all policies shall contain an endorsement for
a waiver of subrogation in favor of the State (other than Professional Liability, Intellectual
Property, Cyber-Risk/Network Security/Privacy Insurance, Crime Insurance policies).
The deductible and any premiums are the Contractor’s sole responsibility. Any deductible over
fifty thousand dollars ($50,000) must be approved by the State. The Contractor agrees that the
insurance requirements specified in this Section do not reduce any liability the Contractor has
assumed under this Contract including any indemnification or hold harmless requirements.
The State agrees that it shall give written notice to the Contractor as soon as practicable after the
State becomes aware of any claim asserted or made against the State, but in no event later than
thirty (30) calendar days after the State becomes aware of such claim. The failure of the State to
give notice shall only relieve the Contractor of its obligations under this Section to the extent that
the Contractor can demonstrate actual prejudice arising from the failure to give notice. This
Section shall not grant the Contractor or its insurer, through its attorneys, the right to represent
the State in any legal matter, as the right to represent the State is governed by Tenn. Code Ann.
§ 8-6-106.
All coverage required shall be on a primary basis and noncontributory with any other insurance
coverage or self-insurance carried by the State. The State reserves the right to amend or require
additional endorsements, types of coverage, and higher or lower limits of coverage depending on
the nature of the work. Purchases or contracts involving any hazardous activity or equipment,
tenant, concessionaire and lease agreements, alcohol sales, cyber-liability risks, environmental
risks, special motorized equipment, or property may require customized insurance requirements
(e.g. umbrella liability insurance) in addition to the general requirements listed below.
To achieve the required coverage levels, a combination of a specific policy written with an
umbrella policy covering liabilities above stated limits is acceptable (For example: If appropriate
limits are two million dollars ($2,000,000) per occurrence and two million dollars ($2,000,000)
aggregate, acceptable coverage would include a specific policy covering one million dollars
($1,000,000) per occurrence and one million dollars ($1,000,000) aggregate written with an
umbrella policy for one million dollars ($1,000,000) per occurrence and one million dollars
($1,000,000). If the deficient underlying policy is for coverage area without aggregate limits
(generally Automobile Liability and Employers’ Liability Accident), Contractor shall provide a copy
of the umbrella insurance policy documents to ensure that no aggregate limit applies to the
umbrella policy for that coverage area as well.
a. Commercial General Liability Insurance
1) The Contractor shall maintain commercial general liability insurance, which shall
be written on an Insurance Services Office, Inc. (also known as ISO) occurrence
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form (or a substitute form providing equivalent coverage) and shall cover liability
arising from property damage, premises/operations, independent contractors,
contractual liability, completed operations/products, personal and advertising
injury, and liability assumed under an insured contract (including the tort liability
of another assumed in a business contract).
2) The Contractor shall maintain bodily injury/property damage with a combined
single limit not less than one million dollars ($1,000,000) per occurrence and two
million dollars ($2,000,000) aggregate for bodily injury and property damage,
including products and completed operations coverage with an aggregate limit of
at least two million dollars ($2,000,000).
b. Workers’ Compensation and Employer Liability Insurance
1) For Contractors statutorily required to carry workers’ compensation and employer
liability insurance, the Contractor shall maintain:
i. Workers’ compensation and employer liability insurance in the amounts
required by appropriate state statutes.
2) If the Contractor certifies that it is exempt from the requirements of Tenn. Code
Ann. §§ 50-6-101 – 103, then the Contractor shall furnish written proof of such
exemption for one or more of the following reasons:
i. The Contractor employs fewer than five (5) employees;
ii. The Contractor is a sole proprietor;
iii. The Contractor is in the construction business or trades with no
employees;
iv. The Contractor is in the coal mining industry with no employees;
v. The Contractor is a state or local government; or
The Contractor self-insures its workers’ compensation and is in
compliance with the TDCI rules and Tenn. Code Ann. § 50-6-405.
c.

Automobile Liability Insurance
i. The Contractor shall maintain automobile liability insurance which shall
cover liability arising out of any automobile (including owned, leased,
hired, and non-owned automobiles).
ii. The Contractor shall maintain bodily injury/property damage with a limit
not less than one million dollars ($1,000,000) per occurrence or
combined single limit.

d. Professional Liability Insurance
i. Professional liability insurance shall be written on an occurrence basis.
This coverage may be written on a claims-made basis but must include
an extended reporting period or “tail coverage” of at least two (2) years
after the Term;
ii. Any professional liability insurance policy shall have a limit not less than
one million dollars ($1,000,000) per claim and two million dollars
($2,000,000) in the aggregate; and
iii. If the Contract involves the provision of services by medical
professionals, a policy limit not less than two million ($2,000,000) per
claim and three million dollars ($3,000,000) in the aggregate for medical
malpractice insurance.
e. Intellectual Property, Cyber-Risk/Network Security/Privacy Insurance (including thirdparty (cyber liability) and first-party (cybercrime/terrorism expense coverages) with a
direct loss/legal liability and consequential loss and expenses resulting from cyber
security/network security breaches data loss, including protected health and personal
information intellectual property with combined single limit of one million dollars
($1,000,000) per claim or wrongful act for network asset protection, three million dollars
($3,000,000) for breach response, and five million dollars ($5,000,000.00) aggregate.
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This coverage may be written on a claims-made basis but must include an extended
reporting period or “tail coverage” of at least two (2) years after the Term.
f.

Crime Insurance
i. The Contractor shall maintain crime insurance, which shall be written on a “loss
sustained form” or “loss discovered form” providing coverage for third party
fidelity, including cyber theft if not provided as part of the Cyber Insurance
required by subsection e., above. The policy must allow for reporting of
circumstances or incidents that may give rise to future claims, include an
extended reporting period of no less than two (2) year with respect to events
which occurred but were not reported during the term of the policy, and not
contain a condition requiring an arrest or conviction.
ii. Any crime insurance policy shall have a limit not less than five million dollars
($5,000,000) per claim and five million dollars ($5,000,000) in the aggregate.
iii. This coverage may be written on a claims-made basis but must include an
extended reporting period or “tail coverage” of at least two (2) years after the
Term.
iv. The policy shall contain an endorsement covering social engineering.

E.

SPECIAL TERMS AND CONDITIONS:

E.1.

Conflicting Terms and Conditions. Should any of these special terms and conditions conflict with
any other terms and conditions of this Contract, the special terms and conditions shall be
subordinate to the Contract’s other terms and conditions.

E.2.

Confidentiality of Records. Strict standards of confidentiality of records and information shall be
maintained in accordance with applicable state and federal law. All material and information,
regardless of form, medium or method of communication, provided to the Contractor by the State
or acquired by the Contractor on behalf of the State that is regarded as confidential under state or
federal law shall be regarded as “Confidential Information.” Nothing in this Section shall permit
Contractor to disclose any Confidential Information, regardless of whether it has been disclosed
or made available to the Contractor due to intentional or negligent actions or inactions of agents
of the State or third parties. Confidential Information shall not be disclosed except as required or
permitted under state or federal law. Contractor shall take all necessary steps to safeguard the
confidentiality of such material or information in conformance with applicable state and federal
law.
The obligations set forth in this Section shall survive the termination of this Contract.

E.3.

Additional lines, items, or options. At its sole discretion, the State may make written requests to
the Contractor to add lines, items, or options that are needed and within the Scope but were
not included in the original Contract. Such lines, items, or options will be added to the Contract
through a Memorandum of Understanding (“MOU”), not an amendment.
a. After the Contractor receives a written request to add lines, items, or options, the Contractor
shall have ten (10) business days to respond with a written proposal. The Contractor’s written
proposal shall include:
(1)

The effect, if any, of adding the lines, items, or options on the other goods or
services required under the Contract;

(2)

Any pricing related to the new lines, items, or options;

(3)

The expected effective date for the availability of the new lines, items, or options.

b. The State may negotiate the terms of the Contractor’s proposal by requesting revisions to the
proposal.
c. To indicate acceptance of a proposal, the State will sign it. The signed proposal shall
constitute a MOU between the Parties, and the lines, items, or options shall be incorporated
into the Contract as if set forth verbatim.
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d. Only after a MOU has been executed shall the Contractor perform or deliver the new lines,
items, or options.
E.4.

State Furnished Property. The Contractor shall be responsible for the correct use, maintenance,
and protection of all articles of nonexpendable, tangible personal property furnished by the State
for the Contractor’s use under this Contract. Upon termination of this Contract, all property
furnished by the State shall be returned to the State in the same condition as when received, less
reasonable wear and tear. Should the property be destroyed, lost, or stolen, the Contractor shall
be responsible to the State for the fair market value of the property at the time of loss.

E.5.

Unencumbered Personnel. The Contractor shall not restrict its employees, agents,
subcontractors or principals who perform services for the State under this Contract from
performing the same or similar services for the State after the termination of this Contract, either
as a State employee, an independent contractor, or an employee, agent, subcontractor or
principal of another contractor with the State.

E.6.

Partial Takeover of Contract. The State may, at its convenience and without cause, exercise a
partial takeover of any service that the Contractor is obligated to perform under this Contract,
including any service which is the subject of a subcontract between Contractor and a third party
(a “Partial Takeover”). A Partial Takeover of this Contract by the State shall not be deemed a
breach of contract. The Contractor shall be given at least thirty (30) days prior written notice of a
Partial Takeover. The notice shall specify the areas of service the State will assume and the date
the State will be assuming. The State’s exercise of a Partial Takeover shall not alter the
Contractor’s other duties and responsibilities under this Contract. The State reserves the right to
withhold from the Contractor any amounts the Contractor would have been paid but for the
State’s exercise of a Partial Takeover. The amounts shall be withheld effective as of the date the
State exercises its right to a Partial Takeover. The State’s exercise of its right to a Partial
Takeover of this Contract shall not entitle the Contractor to any actual, general, special,
incidental, consequential, or any other damages irrespective of any description or amount.

E.7.

Personally Identifiable Information. While performing its obligations under this Contract,
Contractor may have access to PII held by the State. For the purposes of this Contract, “PII”
includes “Nonpublic Personal Information” as that term is defined in Title V of the Gramm-LeachBliley Act of 1999 or any successor federal statute, and the rules and regulations thereunder, all
as may be amended or supplemented from time to time (“GLBA”) and personally identifiable
information and other data protected under any other applicable laws, rule or regulation of any
jurisdiction relating to disclosure or use of personal information (“Privacy Laws”). Contractor
agrees it shall not do or omit to do anything which would cause the State to be in breach of any
Privacy Laws. Contractor shall, and shall cause its employees, agents and representatives to: (i)
keep PII confidential and may use and disclose PII only as necessary to carry out those specific
aspects of the purpose for which the PII was disclosed to Contractor and in accordance with this
Contract, GLBA and Privacy Laws; and (ii) implement and maintain appropriate technical and
organizational measures regarding information security to: (A) ensure the security and
confidentiality of PII; (B) protect against any threats or hazards to the security or integrity of PII;
and (C) prevent unauthorized access to or use of PII. Contractor shall immediately notify State:
(1) of any disclosure or use of any PII by Contractor or any of its employees, agents and
representatives in breach of this Contract; and (2) of any disclosure of any PII to Contractor or its
employees, agents and representatives where the purpose of such disclosure is not known to
Contractor or its employees, agents and representatives. The State reserves the right to review
Contractor's policies and procedures used to maintain the security and confidentiality of PII and
Contractor shall, and cause its employees, agents and representatives to, comply with all
reasonable requests or directions from the State to enable the State to verify and/or procure that
Contractor is in full compliance with its obligations under this Contract in relation to PII. Upon
termination or expiration of the Contract or at the State’s direction at any time in its sole
discretion, whichever is earlier, Contractor shall immediately return to the State any and all PII
which it has received under this Contract and shall destroy all records of such PII.
The Contractor shall report to the State any instances of unauthorized access to or potential
disclosure of PII in the custody or control of Contractor (“Unauthorized Disclosure”) that come to
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the Contractor’s attention. Any such report shall be made by the Contractor within twenty-four
(24) hours after the Unauthorized Disclosure has come to the attention of the Contractor.
Contractor shall take all necessary measures to halt any further Unauthorized Disclosures. The
Contractor, at the sole discretion of the State, shall provide no cost credit monitoring services for
individuals whose PII was affected by the Unauthorized Disclosure. The Contractor shall bear the
cost of notification to all individuals affected by the Unauthorized Disclosure, including individual
letters and public notice. The remedies set forth in this Section are not exclusive and are in
addition to any claims or remedies available to this State under this Contract or otherwise
available at law.
E.8.

Software License Warranty. Contractor grants a license to the State to use all software provided
under this Contract in the course of the State’s business and purposes.

E.9.

Software Support and Maintenance Warranty. Contractor shall provide to the State all software
upgrades, modifications, bug fixes, or other improvements in its software that it makes generally
available to its customers.

E.10.

Extraneous Terms and Conditions. Contractor shall fill all orders submitted by the State under
this Contract. No purchase order, invoice, or other documents associated with any sales, orders,
or supply of any good or service under this Contract shall contain any terms or conditions other
than as set forth in the Contract. Any such extraneous terms and conditions shall be void, invalid
and unenforceable against the State. Any refusal by Contractor to supply any goods or services
under this Contract conditioned upon the State submitting to any extraneous terms and conditions
shall be a material breach of the Contract and constitute an act of bad faith by Contractor.

E.11.

Intellectual Property Indemnity. The Contractor agrees to indemnify and hold harmless the State
of Tennessee as well as its officers, agents, and employees from and against any and all claims
or suits which may be brought against the State concerning or arising out of any claim of an
alleged patent, copyright, trade secret or other intellectual property infringement. In any such
claim or action brought against the State, the Contractor shall satisfy and indemnify the State for
the amount of any settlement or final judgment, and the Contractor shall be responsible for all
legal or other fees or expenses incurred by the State arising from any such claim. The State shall
give the Contractor notice of any such claim or suit, however, the failure of the State to give such
notice shall only relieve Contractor of its obligations under this Section to the extent Contractor
can demonstrate actual prejudice arising from the State’s failure to give notice. This Section shall
not grant the Contractor, through its attorneys, the right to represent the State of Tennessee in
any legal matter, as provided in Tenn. Code Ann. § 8-6-106.

E.12.

Contractor Commitment to Diversity. The Contractor shall comply with and make reasonable
business efforts to exceed the commitment to diversity represented by the Contractor’s Response
to RFP #32110-17101 (pro forma contract Attachment G) and resulting in this Contract.
The Contractor shall assist the State in monitoring the Contractor’s performance of this
commitment by providing, as requested, a monthly report of participation in the performance of
this Contract by small business enterprises and businesses owned by minorities, women, and
Tennessee service-disabled veterans. Such reports shall be provided to the State of Tennessee
Governor's Office of Diversity Business Enterprise in the in the TN Diversity Software available
online at: https://tn.diversitysoftware.com/FrontEnd/StartCertification.asp?TN=tn&XID=9810.

E.13.

Survival. The terms, provisions, representations, and warranties contained in this Contract which
by their sense and context are intended to survive the performance and termination of this
Contract, shall so survive the completion of performance and termination of this Contract.

E.14.

Prohibited Advertising or Marketing. The Contractor shall not suggest or imply in advertising or
marketing materials that Contractor's goods or services are endorsed by the State. The
restrictions on Contractor advertising or marketing materials under this Section shall survive the
termination of this Contract.
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IN WITNESS WHEREOF,
CONTRACTOR LEGAL ENTITY NAME:

CONTRACTOR SIGNATURE

DATE

PRINTED NAME AND TITLE OF CONTRACTOR SIGNATORY (above)
DEPARTMENT OF GENERAL SERVICES, CENTRAL PROCUREMENT OFFICE:

MICHAEL F. PERRY, CHIEF PROCUREMENT OFFICER

DATE
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ATTACHMENT A

ATTESTATION RE PERSONNEL USED IN CONTRACT PERFORMANCE
If the attestation applies to more than one contract,
modify this row accordingly.
SUBJECT CONTRACT NUMBER:

CONTRACTOR LEGAL ENTITY NAME:

EDISON VENDOR IDENTIFICATION NUMBER:

If the attestation applies to more than one contract, modify the following paragraph accordingly.

The Contractor, identified above, does hereby attest, certify, warrant, and assure
that the Contractor shall not knowingly utilize the services of an illegal immigrant
in the performance of this Contract and shall not knowingly utilize the services of
any subcontractor who will utilize the services of an illegal immigrant in the
performance of this Contract.

CONTRACTOR SIGNATURE
NOTICE: This attestation MUST be signed by an individual empowered to contractually bind the Contractor. Attach evidence
documenting the individual’s authority to contractually bind the Contractor, unless the signatory is the Contractor’s chief executive
or president.

PRINTED NAME AND TITLE OF SIGNATORY

DATE OF ATTESTATION
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ATTACHMENT B
FE D ER AL LY M AN D AT ED R E Q U IR EM ENT S FO R S E R VI C E S CO NT R ACT S W IT H
AC C E S S T O F ED E R AL T AX R ET U RN I NFO RM AT IO N

Federal Tax Information (“FTI”) includes return or return information received directly from the
IRS or obtained through an authorized secondary source, such as Social Security
Administration (SSA), Federal Office of Child Support Enforcement (OCSE), Bureau of the
Fiscal Service (BFS), or Centers for Medicare and Medicaid Services (CMS), or another entity
acting on behalf of the IRS pursuant to an IRC 6103(p)(2)(B) Agreement. FTI includes any
information created by the recipient that is derived from federal return or return information
received from the IRS or obtained through a secondary source.
CONTRACT LANGUAGE FOR GENERAL SERVICES
I. PERFORMANCE

In performance of this Contract, the Contractor agrees to comply with and assume responsibility
for compliance by his or her employees with the following requirements:
(1)

All work will be performed under the supervision of the Contractor or the Contractor's
responsible employees.

(2)

The Contractor and the Contractor’s employees with access to or who use FTI must
meet the background check requirements defined in IRS Publication 1075.

(3)

Any Federal tax returns or return information (hereafter referred to as returns or return
information) made available shall be used only for the purpose of carrying out the
provisions of this Contract. Information contained in such material shall be treated as
confidential and shall not be divulged or made known in any manner to any person
except as may be necessary in the performance of this Contract. Inspection by or
disclosure to anyone other than an officer or employee of the Contractor is prohibited.

(4)

All returns and return information will be accounted for upon receipt and properly stored
before, during, and after processing. In addition, all related output and products will be
given the same level of protection as required for the source material.

(5)

No work involving returns and return information furnished under this Contract will be
subcontracted without prior written approval of the IRS.

(6)

The Contractor will maintain a list of employees authorized access. Such list will be
provided to the State and, upon request, to the IRS reviewing office.

(7)

The State will have the right to void the Contract if the Contractor fails to provide the
safeguards described above.
II. CRIMINAL/CIVIL SANCTIONS

(1)

Each officer or employee of any person to whom returns or return information is or may
be disclosed shall be notified in writing by such person that returns or return information
disclosed to such officer or employee can be used only for a purpose and to the extent
authorized herein, and that further disclosure of any such returns or return information
for a purpose or to an extent unauthorized herein constitutes a felony punishable upon
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conviction by a fine of as much as $5,000 or imprisonment for as long as five years, or
both, together with the costs of prosecution. Such person shall also notify each such
officer and employee that any such unauthorized future disclosure of returns or return
information may also result in an award of civil damages against the officer or employee
in an amount not less than $1,000 with respect to each instance of unauthorized
disclosure. These penalties are prescribed by IRCs 7213 and 7431 and set forth at 26
CFR 301.6103(n)-1.
(2)

Each officer or employee of any person to whom returns or return information is or may
be disclosed shall be notified in writing by such person that any return or return
information made available in any format shall be used only for the purpose of carrying
out the provisions of this Contract. Information contained in such material shall be
treated as confidential and shall not be divulged or made known in any manner to any
person except as may be necessary in the performance of this Contract. Inspection by or
disclosure to anyone without an official need-to-know constitutes a criminal
misdemeanor punishable upon conviction by a fine of as much as $1,000 or
imprisonment for as long as 1 year, or both, together with the costs of prosecution. Such
person shall also notify each such officer and employee that any such unauthorized
inspection or disclosure of returns or return information may also result in an award of
civil damages against the officer or employee in an amount equal to the sum of the
greater of $1,000 for each act of unauthorized inspection or disclosure with respect to
which such defendant is found liable or the sum of the actual damages sustained by the
plaintiff as a result of such unauthorized inspection or disclosure plus in the case of a
willful inspection or disclosure which is the result of gross negligence, punitive damages,
plus the costs of the action. The penalties are prescribed by IRCs 7213A and 7431 and
set forth at 26 CFR 301.6103(n)-1.

(3)

Additionally, it is incumbent upon the Contractor to inform its officers and employees of
the penalties for improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 552a.
Specifically, 5 U.S.C. 552a(i)(1), which is made applicable to Contractors by 5 U.S.C.
552a(m)(1), provides that any officer or employee of a Contractor, who by virtue of
his/her employment or official position, has possession of or access to State records
which contain individually identifiable information, the disclosure of which is prohibited by
the Privacy Act or regulations established thereunder, and who knowing that disclosure
of the specific material is so prohibited, willfully discloses the material in any manner to
any person or entity not entitled to receive it, shall be guilty of a misdemeanor and fined
not more than $5,000.

(4)

Granting a Contractor access to FTI must be preceded by certifying that each individual
understands the State’s security policy and procedures for safeguarding IRS information.
Contractors must maintain their authorization to access FTI through annual
recertification. The initial certification and recertification must be documented and placed
in the State's files for review. As part of the certification and at least annually afterwards,
Contractors must be advised of the provisions of IRCs 7431, 7213, and 7213A (see
Exhibit 4, Sanctions for Unauthorized Disclosure, and Exhibit 5, Civil Damages for
Unauthorized Disclosure. The training provided before the initial certification and
annually thereafter must also cover the incident response policy and procedure for
reporting unauthorized disclosures and data breaches. (See Section 10) For both the
initial certification and the annual certification, the Contractor must sign, either with ink or
electronic signature, a confidentiality statement certifying their understanding of the
security requirements.
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III. INSPECTION
The IRS and the State, with 24 hour notice, shall have the right to send its inspectors
into the offices and plants of the Contractor to inspect facilities and operations
performing any work with FTI under this Contract for compliance with requirements
defined in IRS Publication 1075. The right of inspection shall include the use of manual
and/or automated scanning tools to perform compliance and vulnerability assessments
of information technology (IT) assets that access, store, process or transmit FTI. On the
basis of such inspection, corrective actions may be required in cases where the
Contractor is found to be noncompliant with Contract safeguards.

CONTRACT LANGUAGE FOR TECHNOLOGY SERVICES
I. PERFORMANCE
In performance of this Contract, the Contractor agrees to comply with and assume responsibility
for compliance by his or her employees with the following requirements:
(1)

All work will be done under the supervision of the Contractor or the Contractor's
employees.

(2)

The Contractor and the Contractor’s employees with access to or who use FTI must
meet the background check requirements defined in IRS Publication 1075.

(3)

Any return or return information made available in any format shall be used only for the
purpose of carrying out the provisions of this Contract. Information contained in such
material will be treated as confidential and will not be divulged or made known in any
manner to any person except as may be necessary in the performance of this Contract.
Disclosure to anyone other than an officer or employee of the Contractor will be
prohibited.

(4)

All returns and return information will be accounted for upon receipt and properly stored
before, during, and after processing. In addition, all related output will be given the same
level of protection as required for the source material.

(5)

The contractor certifies that the data processed during the performance of this contract
will be completely purged from all data storage components of his or her computer
facility, and no output will be retained by the contractor at the time the work is
completed. If immediate purging of all data storage components is not possible, the
contractor certifies that any IRS data remaining in any storage component will be
safeguarded to prevent unauthorized disclosures.

(6)

Any spoilage or any intermediate hard copy printout that may result during the
processing of IRS data will be given to the agency or his or her designee. When this is
not possible, the contractor will be responsible for the destruction of the spoilage or any
intermediate hard copy printouts, and will provide the agency or his or her designee with
a statement containing the date of destruction, description of material destroyed, and the
method used.
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(7)

All computer systems receiving, processing, storing or transmitting FTI must meet the
requirements defined in IRS Publication 1075. To meet functional and assurance
requirements, the security features of the environment must provide for the managerial,
operational, and technical controls. All security features must be available and activated
to protect against unauthorized use of and access to Federal Tax Information.

(8)

No work involving Federal Tax Information furnished under this Contract will be
subcontracted without prior written approval of the IRS.

(9)

The Contractor will maintain a list of employees authorized access. Such list will be
provided to the State and, upon request, to the IRS reviewing office.

(10)

The State will have the right to void the Contract if the Contractor fails to provide the
safeguards described above.
II.

CRIMINAL/CIVIL SANCTIONS

(1)

Each officer or employee of any person to whom returns or return information is or may
be disclosed will be notified in writing by such person that returns or return information
disclosed to such officer or employee can be used only for a purpose and to the extent
authorized herein, and that further disclosure of any such returns or return information
for a purpose or to an extent unauthorized herein constitutes a felony punishable upon
conviction by a fine of as much as $5,000 or imprisonment for as long as 5 years, or
both, together with the costs of prosecution. Such person shall also notify each such
officer and employee that any such unauthorized further disclosure of returns or return
information may also result in an award of civil damages against the officer or employee
in an amount not less than $1,000 with respect to each instance of unauthorized
disclosure. These penalties are prescribed by IRCs 7213 and 7431 and set forth at 26
CFR 301.6103(n)-1.

(2)

Each officer or employee of any person to whom returns or return information is or may
be disclosed shall be notified in writing by such person that any return or return
information made available in any format shall be used only for the purpose of carrying
out the provisions of this Contract. Information contained in such material shall be
treated as confidential and shall not be divulged or made known in any manner to any
person except as may be necessary in the performance of the Contract. Inspection by or
disclosure to anyone without an official need-to-know constitutes a criminal
misdemeanor punishable upon conviction by a fine of as much as $1,000 or
imprisonment for as long as 1 year, or both, together with the costs of prosecution. Such
person shall also notify each such officer and employee that any such unauthorized
inspection or disclosure of returns or return information may also result in an award of
civil damages against the officer or employee in an amount equal to the sum of the
greater of $1,000 for each act of unauthorized inspection or disclosure with respect to
which such defendant is found liable or the sum of the actual damages sustained by the
plaintiff as a result of such unauthorized inspection or disclosure plus in the case of a
willful inspection or disclosure which is the result of gross negligence, punitive damages,
plus the costs of the action. These penalties are prescribed by IRC 7213A and 7431 and
set forth at 26 CFR 301.6103(n)-1.

(3)

Additionally, it is incumbent upon the Contractor to inform its officers and employees of
the penalties for improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 552a.

8-18-16 FA

Specifically, 5 U.S.C. 552a(i)(1), which is made applicable to Contractors by 5 U.S.C.
552a(m)(1), provides that any officer or employee of a Contractor, who by virtue of
his/her employment or official position, has possession of or access to State records
which contain individually identifiable information, the disclosure of which is prohibited by
the Privacy Act or regulations established thereunder, and who knowing that disclosure
of the specific material is prohibited, willfully discloses the material in any manner to any
person or agency not entitled to receive it, shall be guilty of a misdemeanor and fined not
more than $5,000.
(4)

Granting a Contractor access to FTI must be preceded by certifying that each individual
understands the State’s security policy and procedures for safeguarding IRS information.
Contractors must maintain their authorization to access FTI through annual
recertification. The initial certification and recertification must be documented and placed
in the State's files for review. As part of the certification and at least annually afterwards,
Contractors must be advised of the provisions of IRCs 7431, 7213, and 7213A (see
Exhibit 4, Sanctions for Unauthorized Disclosure, and Exhibit 5, Civil Damages for
Unauthorized Disclosure). The training provided before the initial certification and
annually thereafter must also cover the incident response policy and procedure for
reporting unauthorized disclosures and data breaches. (See Section 10) For both the
initial certification and the annual certification, the Contractor must sign, either with ink or
electronic signature, a confidentiality statement certifying their understanding of the
security requirements.
III. INSPECTION
The IRS and the State, with 24 hour notice, shall have the right to send its inspectors
into the offices and plants of the Contractor to inspect facilities and operations
performing any work with FTI under this Contract for compliance with requirements
defined in IRS Publication 1075. The IRS’ right of inspection shall include the use of
manual and/or automated scanning tools to perform compliance and vulnerability
assessments of information technology (IT) assets that access, store, process or
transmit FTI. On the basis of such inspection, corrective actions may be required in
cases where the Contractor is found to be noncompliant with Contract safeguards.
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ATTACHMENT C
HIPAA BUSINESS ASSOCIATE AGREEMENT
COMPLIANCE WITH PRIVACY AND SECURITY RULES
THIS BUSINESS ASSOCIATE AGREEMENT (hereinafter “Agreement”) is between The State of
Tennessee, ____________ (hereinafter “Covered Entity”) and ____________ (hereinafter “Business
Associate”). Covered Entity and Business Associate may be referred to herein individually as “Party” or
collectively as “Parties.”
BACKGROUND
Parties acknowledges that they are subject to the Privacy and Security Rules (45 CFR Parts 160 and
164) promulgated by the United States Department of Health and Human Services pursuant to the Health
Insurance Portability and Accountability Act of 1996 (HIPAA), Public Law 104-191 as amended by Public
Law 111-5, Division A, Title XIII (the HITECH Act), in certain aspects of its operations.
Business Associate provides services to Covered Entity pursuant to one or more contractual relationships
detailed below and hereinafter referred to as “Service Contracts.”
LIST OF AGREEMENTS AFFECTED BY THIS BUSINESS ASSOCIATE AGREEMENT:
LIST OF CONTRACTS AFFECTED BY HIPAA REQUIREMENTS OR NOT APPLICABLE
Contract Name:

Execution Date:

TBA

TBA

In the course of executing Service Contracts, Business Associate may come into contact with, use, or
disclose Protected Health Information (“PHI”). Said Service Contract(s) are hereby incorporated by
reference and shall be taken and considered as a part of this document the same as if fully set out herein.
In accordance with the federal privacy and security regulations set forth at 45 C.F.R. Part 160 and Part
164, Subparts A, C, D and E, which require Covered Entity to have a written memorandum with each of
its Business Associates, the Parties wish to establish satisfactory assurances that Business Associate will
appropriately safeguard PHI and, therefore, make this Agreement.
DEFINITIONS
Terms used, but not otherwise defined, in this Agreement shall have the same meaning as those terms in
45 CFR §§ 160.103, 164.103, 164.304, 164.501 and 164.504.
1.1

“Breach of the Security of the [Business Associate’s Information] System” shall have the meaning
set out in its definition at Tenn. Code Ann.. § 47-18-2107

1.2

“Business Associate” shall have the meaning set out in its definition at 45 C.F.R. § 160.103.

1.3

“Covered Entity” shall have the meaning set out in its definition at 45 C.F.R. § 160.103.

1.4

“Designated Record Set” shall have the meaning set out in its definition at 45 C.F.R. § 164.501.
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1.5

“Electronic Protected Health Care Information” shall have the meaning set out in its definition at 45
C.F.R. § 160.103.

1.6

“Genetic Information” shall have the meaning set out in its definition at 45 C.F.R. § 160.103.

1.7

“Health Care Operations” shall have the meaning set out in its definition at 45 C.F.R. § 164.501.

1.8

“Individual” shall have the same meaning as the term “individual” in 45 CFR § 160.103 and shall
include a person who qualifies as a personal representative in accordance with 45 CFR §
164.502(g).

1.9

“Information Holder” shall have the meaning set out in its definition at Tenn. Code Ann.. § 47-182107

1.10

“Marketing” shall have the meaning set out in its definition at 45 C.F.R. § 164.501.

1.11

“Personal information” shall have the meaning set out in its definition at Tenn. Code Ann.. § 47-182107

1.12

“Privacy Official” shall have the meaning as set out in its definition at 45 C.F.R. § 164.530(a)(1).

1.13

“Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health Information
at 45 CFR Part 160 and Part 164, subparts A, and E.

1.14

“Protected Health Information” shall have the same meaning as the term “protected health
information” in 45 CFR § 160.103, limited to the information created or received by Business
Associate from or on behalf of Covered Entity.

1.15

“Required by Law” shall have the meaning set forth in 45 CFR § 164.512.

1.16

“Security Incident” shall have the meaning set out in its definition at 45 C.F.R. § 160.304.

1.17

“Security Rule” shall mean the Security Standards for the Protection of Electronic Protected Health
Information at 45 CFR Parts 160 and 164, Subparts A and C.

2.

OBLIGATIONS AND ACTIVITIES OF BUSINESS ASSOCIATE (Privacy Rule)

2.1

Business Associate is authorized to use PHI for the purposes of carrying out its duties under the
Services Contract. In the course of carrying out these duties, including but not limited to carrying
out the Covered Entity’s duties under HIPAA, Business Associate shall fully comply with the
requirements under the Privacy Rule applicable to "business associates," as that term is defined
in the Privacy Rule and not use or further disclose PHI other than as permitted or required by this
Agreement, the Service Contracts, or as Required By Law. Business Associate is subject to
requirements of the Privacy Rule as required by Public Law 111-5, Section 13404 [designated as
42 U.S.C. 17934] In case of any conflict between this Agreement and the Service Contracts, this
Agreement shall govern.

2.2

The Health Information Technology for Economic and Clinical Health Act (HITECH) was adopted
as part of the American Recovery and Reinvestment Act of 2009. HITECH and its implementing
regulations impose new requirements on Business Associates with respect to privacy, security,
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and breach notification. Business Associate hereby acknowledges and agrees that to the extent it
is functioning as a Business Associate of Covered Entity, Business Associate shall comply with
HITECH. Business Associate and the Covered Entity further agree that the provisions of HIPAA
and HITECH that apply to business associates and that are required to be incorporated by
reference in a business associate agreement have been incorporated into this Agreement
between Business Associate and Covered Entity. Should any provision not be set forth
specifically, it is as if set forth in this Agreement in its entirety and is effective as of the Applicable
Effective Date, and as amended.
2.3

Business Associate shall use appropriate administrative, physical, and technical safeguards to
prevent use or disclosure of PHI other than as provided for by this Agreement, Services
Contract(s), or as Required By Law. This includes the implementation of Administrative,
Physical, and Technical Safeguards to reasonably and appropriately protect the Covered Entity’s
PHI against any reasonably anticipated threats or hazards, utilizing the technology commercially
available to the Business Associate. The Business Associate shall maintain appropriate
documentation of its compliance with the Privacy Rule, including, but not limited to, its policies,
procedures, records of training and sanctions of members of its Workforce.

2.4

Business Associate shall require any agent, including a subcontractor, to whom it provides PHI
received from, maintained, created or received by Business Associate on behalf of Covered
Entity or that carries out any duties for the Business Associate involving the use, custody,
disclosure, creation of, or access to PHI or other confidential information, to agree, by written
contract with Business Associate, to the same restrictions and conditions that apply through this
Agreement to Business Associate with respect to such information.

2.5

Business Associate shall mitigate, to the extent practicable, any harmful effect that is known to
Business Associate of a use or disclosure of PHI by Business Associate in violation of the
requirements of this Agreement.

2.6

Business Associate shall require its employees, agents, and subcontractors to promptly report, to
Business Associate, immediately upon becoming aware of any use or disclosure of PHI in
violation of this Agreement. Business Associate shall report to Covered Entity any use or
disclosure of the PHI not provided for by this Agreement. Business Associate will also provide
additional information reasonably requested by the Covered Entity related to the breach.

2.7

As required by the Breach Notification Rule, Business Associate shall, and shall require its
subcontractor(s) to, maintain systems to monitor and detect a Breach of Unsecured PHI, whether
in paper or electronic form.

2.7.1 Business Associate shall provide to Covered Entity notice of a Provisional or Actual Breach of
Unsecured PHI immediately upon becoming aware of the Breach.
2.7.2

Business Associate shall cooperate with Covered Entity in timely providing the appropriate and
necessary information to Covered Entity.

2.7.3

Covered Entity shall make the final determination whether the Breach requires notification and
whether the notification shall be made by Covered Entity or Business Associate.

2.8

If Business Associate receives PHI from Covered Entity in a Designated Record Set, Business
Associate shall provide access, at the request of Covered Entity, to PHI in a Designated Record
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Set to Covered Entity, in order to meet the requirements under 45 CFR § 164.524, provided that
Business Associate shall have at least 30 business days from Covered Entity notice to provide
access to, or deliver such information.
2.9

If Business Associate receives PHI from Covered Entity in a Designated Record Set, then
Business Associate shall make any amendments to PHI in a Designated Record Set that the
Covered Entity directs or agrees to pursuant to the 45 CFR § 164.526 at the request of Covered
Entity or an Individual, and in the time and manner designated by Covered Entity, provided that
Business Associate shall have at least 30 business days from Covered Entity notice to make an
amendment.

2.10

Business Associate shall make its internal practices, books, and records including policies and
procedures and PHI, relating to the use and disclosure of PHI received from, created by or
received by Business Associate on behalf of, Covered Entity available to the Secretary of the
United States Department of Health in Human Services or the Secretary’s designee, in a time and
manner designated by the Secretary, for purposes of determining Covered Entity’s or Business
Associate’s compliance with the Privacy Rule.

2.11

Business Associate shall document disclosures of PHI and information related to such
disclosures as would be required for Covered Entity to respond to a request by an Individual for
an accounting of disclosure of PHI in accordance with 45 CFR § 164.528.

2.12

Business Associate shall provide Covered Entity or an Individual, in time and manner designated
by Covered Entity, information collected in accordance with this Agreement, to permit Covered
Entity to respond to a request by an Individual for and accounting of disclosures of PHI in
accordance with 45 CFR § 164.528, provided that Business Associate shall have at least 30
business days from Covered Entity notice to provide access to, or deliver such information which
shall include, at minimum, (a) date of the disclosure; (b) name of the third party to whom the PHI
was disclosed and, if known, the address of the third party; (c) brief description of the disclosed
information; and (d) brief explanation of the purpose and basis for such disclosure. Business
Associate shall provide an accounting of disclosures directly to an individual when required by
section 13405(c) of Public Law 111-5 [designated as 42 U.S.C. 17935(c)].

2.13

Business Associate agrees it must limit any use, disclosure, or request for use or disclosure of
PHI to the minimum amount necessary to accomplish the intended purpose of the use,
disclosure, or request in accordance with the requirements of the Privacy Rule.
2.13.1

Business Associate represents to Covered Entity that all its uses and disclosures of, or
requests for, PHI shall be the minimum necessary in accordance with the Privacy Rule
requirements.

2.13.2

Covered Entity may, pursuant to the Privacy Rule, reasonably rely on any requested
disclosure as the minimum necessary for the stated purpose when the information is
requested by Business Associate.

2.13.3

Business Associate acknowledges that if Business Associate is also a covered entity,
as defined by the Privacy Rule, Business Associate is required, independent of
Business Associate's obligations under this Memorandum, to comply with the Privacy
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Rule's minimum necessary requirements when making any request for PHI from
Covered Entity.
2.14

Business Associate shall adequately and properly maintain all PHI received from, or created or
received on behalf of, Covered Entity

2.15

If Business Associate receives a request from an Individual for a copy of the individual's PHI, and
the PHI is in the sole possession of the Business Associate, Business Associate will provide the
requested copies to the individual and notify the Covered Entity of such action. If Business
Associate receives a request for PHI in the possession of the Covered Entity, or receives a
request to exercise other individual rights as set forth in the Privacy Rule, Business Associate
shall notify Covered Entity of such request and forward the request to Covered Entity. Business
Associate shall then assist Covered Entity in responding to the request.

2.16

Business Associate shall fully cooperate in good faith with and to assist Covered Entity in
complying with the requirements of the Privacy Rule.

3

OBLIGATIONS AND ACTIVITIES OF BUSINESS ASSOCIATE (Security Rule)

3.1

Business Associate shall fully comply with the requirements under the Security Rule applicable to
"business associates," as that term is defined in the Security Rule. In case of any conflict
between this Agreement and Service Agreements, this Agreement shall govern.

3.2

Business Associate shall implement administrative, physical, and technical safeguards that
reasonably and appropriately protect the confidentiality, integrity, and availability of the electronic
PHI that it creates, receives, maintains, or transmits on behalf of the covered entity as required by
the Security Rule and Public Law 111-5. This includes specifically, but is not limited to, the
utilization of technology commercially available at the time to the Business Associate to protect
the Covered Entity’s PHI against any reasonably anticipated threats or hazards. The Business
Associate understands that it has an affirmative duty to perform a regular review or assessment
of security risks, conduct active risk management and supply best efforts to assure that only
authorized persons and devices access its computing systems and information storage, and that
only authorized transactions are allowed. The Business Associate will maintain appropriate
documentation to certify its compliance with the Security Rule.

3.3

Business Associate shall ensure that any agent, including a subcontractor, to whom it provides
electronic PHI received from or created for Covered Entity or that carries out any duties for the
Business Associate involving the use, custody, disclosure, creation of, or access to PHI supplied
by Covered Entity, to agree, by written contract (or the appropriate equivalent if the agent is a
government entity) with Business Associate, to the same restrictions and conditions that apply
through this Agreement to Business Associate with respect to such information.

3.4

Business Associate shall require its employees, agents, and subcontractors to report to Business
Associate within five (5) business days, any Security Incident (as that term is defined in 45 CFR
§ 164.304) of which it becomes aware. Business Associate shall promptly report any Security
Incident of which it becomes aware to Covered Entity.

3.5

Business Associate shall make its internal practices, books, and records including policies and
procedures relating to the security of electronic PHI received from, created by or received by
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Business Associate on behalf of, Covered Entity available to the Secretary of the United States
Department of Health in Human Services or the Secretary’s designee, in a time and manner
designated by the Secretary, for purposes of determining Covered Entity’s or Business
Associate’s compliance with the Security Rule.
3.6

Business Associate shall fully cooperate in good faith with and to assist Covered Entity in
complying with the requirements of the Security Rule.

3.7

Notification for the purposes of Sections 2.8 and 3.4 shall be in writing made by email/fax,
certified mail or overnight parcel immediately upon becoming aware of the event, with
supplemental notification by facsimile and/or telephone as soon as practicable, to:
[fill in ]

3.8

Business Associate identifies the following key contact persons for all matters relating to this
Agreement:
[fill in ]

Business Associate shall notify Covered Entity of any change in the key contact during the term of this
Agreement in writing within ten (10) business days.

4.

PERMITTED USES AND DISCLOSURES BY BUSINESS ASSOCIATE

4.1

Except as otherwise limited in this Agreement, Business Associate may use or disclose PHI to
perform functions, activities, or services for, or on behalf of, Covered Entity as specified in
Service Contract(s), provided that such use or disclosure would not violate the Privacy and
Security Rule, if done by Covered Entity. Business Associate’s disclosure of PHI shall be subject
to the limited data set and minimum necessary requirements of Section 13405(b) of Public Law
111-5, [designated as 42 U.S.C. 13735(b)]

4.2

Except as otherwise limited in this Agreement, Business Associate may use PHI as required for
Business Associate's proper management and administration or to carry out the legal
responsibilities of the Business Associate.

4.3

Except as otherwise limited in this Agreement, Business Associate may disclose PHI for the
proper management and administration of the Business Associate, provided that disclosures are
Required By Law, or provided that, if Business Associate discloses any PHI to a third party for
such a purpose, Business Associate shall enter into a written agreement with such third party
requiring the third party to: (a) maintain the confidentiality, integrity, and availability of PHI and not
to use or further disclose such information except as Required By Law or for the purpose for
which it was disclosed, and (b) notify Business Associate of any instances in which it becomes
aware in which the confidentiality, integrity, and/or availability of the PHI is breached immediately
upon becoming aware.

4.4

Except as otherwise limited in this Agreement, Business Associate may use PHI to provide data
aggregation services to Covered Entity as permitted by 42 CFR § 164.504(e)(2)(i)(B).
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4.5

Business Associate may use PHI to report violations of law to appropriate Federal and State
Authorities consistent with 45 CFR 164.502(j)(1).

4.6

Business Associate shall not use or disclose PHI that is Genetic Information for underwriting
purposes. Moreover, the sale, marketing or the sharing for commercial use or any purpose
construed by Covered Entity as the sale, marketing or commercial use of member’s personal or
financial information with affiliates, even if such sharing would be permitted by federal or state
laws, is prohibited.

4.7

Business Associate shall enter into written agreements that are substantially similar to this
Business Associate Agreements with any Subcontractor or agent which Business Associate
provides access to Protected Health Information.

4.8

Business Associates shall implement and maintain information security policies that comply with
the HIPAA Security Rule.

5. OBLIGATIONS OF COVERED ENTITY
5.1

Covered Entity shall provide Business Associate with the Notice of Privacy Practices that Covered
Entity produces in accordance with 45 CFR § 164.520, as well as any changes to such notice.
Covered Entity shall notify Business Associate of any limitations in its notice that affect Business
Associate’s use or disclosure of PHI.

5.2

Covered Entity shall provide Business Associate with any changes in, or revocation of, permission
by an Individual to use or disclose PHI, if such changes affect Business Associate’s permitted or
required uses.

5.3

Covered Entity shall notify Business Associate of any restriction to the use or disclosure of PHI
that Covered Entity has agreed to in accordance with 45 CFR § 164.522, to the extent that such
restriction may affect Business Associate's use of PHI.

6.

PERMISSIBLE REQUESTS BY COVERED ENTITY

Covered Entity shall not request Business Associate to use or disclose PHI in any manner that would not
be permissible under the Privacy or Security Rule, if done by Covered Entity.
7.
7.1

7.2

TERM AND TERMINATION
Term. This Agreement shall be effective as of the date on which it is signed by both parties and
shall terminate when all of the PHI provided by Covered Entity to Business Associate, or created
or received by Business Associate on behalf of Covered Entity, is destroyed or returned to
Covered Entity, or, if it is infeasible to return or destroy PHI, Section 7.3. below shall apply.
Termination for Cause.

7.2.1 This Agreement authorizes and Business Associate acknowledges and agrees Covered Entity
shall have the right to immediately terminate this Agreement and Service Contracts in the event
Business Associate fails to comply with, or violates a material provision of, requirements of the
Privacy and/or Security Rule or this Memorandum.
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7.2.2 Upon Covered Entity’s knowledge of a material breach by Business Associate, Covered Entity
shall either:
7.2.2.1

Provide a reasonable opportunity for Business Associate to cure the breach or end the
violation, or

7.2.2.2

If Business Associate has breached a material term of this Agreement and cure is not
possible or if Business Associate does not cure a curable breach or end the violation
within a reasonable time as specified by, and at the sole discretion of, Covered Entity,
Covered Entity may immediately terminate this Agreement and the Service Agreement.

7.2.2.3

If neither cure nor termination is feasible, Covered Entity shall report the violation to the
Secretary of the United States Department of Health in Human Services or the
Secretary’s designee.

7.3 Effect of Termination.
7.3.1

Except as provided in Section 7.3.2. below, upon termination of this Agreement, for any
reason, Business Associate shall return or destroy all PHI received from Covered
Entity, or created or received by Business Associate on behalf of, Covered Entity. This
provision shall apply to PHI that is in the possession of subcontractors or agents of
Business Associate. Business Associate shall retain no copies of the PHI.

7.3.2

In the event that Business Associate determines that returning or destroying the PHI is
not feasible, Business Associate shall provide to Covered Entity notification of the
conditions that make return or destruction unfeasible. Upon mutual agreement of the
Parties that return or destruction of PHI is unfeasible; Business Associate shall extend
the protections of this Memorandum to such PHI and limit further uses and disclosures
of such PHI to those purposes that make the return or destruction unfeasible, for so
long as Business Associate maintains such PHI.

8. MISCELLANEOUS
8.1

Regulatory Reference. A reference in this Agreement to a section in the Privacy and or Security
Rule means the section as in effect or as amended.

8.2

Indemnity. The Business Associate shall indemnify the Covered Entity and hold it harmless for
any claims, losses or other damages arising from or associated with any act or omission of
Business Associate under this Agreement. This includes the costs of responding to a breach of
the Agreement or the release of PHI contrary to the terms and conditions of this Agreement, the
costs of responding to a government enforcement action related to the breach, and any resultant
fines, penalties, or damages paid by the Covered Entity.

8.3

Amendment. The Parties agree to take such action as is necessary to amend this Agreement
from time to time as is necessary for Covered Entity to comply with the requirements of the
Privacy and Security Rules and the Health Insurance Portability and Accountability Act, Public
Law 104-191, including any amendments required by the United States Department of Health and
Human Services to implement the Health Information Technology for Economic and Clinical
Health and related regulations upon the effective date of such amendment, regardless of whether
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this Agreement has been formally amended, including, but not limited to changes required by the
American Recovery and Reinvestment Act of 2009, Public Law 111-5.
8.4

Survival. The respective rights and obligations of Business Associate under Section 7.3. of this
Memorandum shall survive the termination of this Agreement.

8.5

Interpretation. Any ambiguity in this Agreement shall be resolved in favor of a meaning that
permits Covered Entity and the Business Associate to comply with the Privacy and Security
Rules.

8.6

Notices and Communications.
All instructions, notices, consents, demands, or other
communications required or contemplated by this Agreement shall be in writing and shall be
delivered by hand, by facsimile transmission, by overnight courier service, or by first class mail,
postage prepaid, addressed to the respective party at the appropriate facsimile number or
address as set forth below, or to such other party, facsimile number, or address as may be
hereafter specified by written notice.

COVERED ENTITY:
[fill in ]

BUSINESS ASSOCIATE:
[fill in ]

All instructions, notices, consents, demands, or other communications shall be considered effectively
given as of the date of hand delivery; as of the date specified for overnight courier service delivery; as of
three (3) business days after the date of mailing; or on the day the facsimile transmission is received
mechanically by the facsimile machine at the receiving location and receipt is verbally confirmed by the
sender.
8.7

Strict Compliance. No failure by any Party to insist upon strict compliance with any term or
provision of this Agreement, to exercise any option, to enforce any right, or to seek any remedy
upon any default of any other Party shall affect, or constitute a waiver of, any Party's right to insist
upon such strict compliance, exercise that option, enforce that right, or seek that remedy with
respect to that default or any prior, contemporaneous, or subsequent default. No custom or
practice of the Parties at variance with any provision of this Agreement shall affect, or constitute a
waiver of, any Party's right to demand strict compliance with all provisions of this Agreement

8.8

Severability. With respect to any provision of this Agreement finally determined by a court of
competent jurisdiction to be unenforceable, such court shall have jurisdiction to reform such
provision so that it is enforceable to the maximum extent permitted by applicable law, and the
Parties shall abide by such court's determination. In the event that any provision of this
Agreement cannot be reformed, such provision shall be deemed to be severed from this
Agreement, but every other provision of this Agreement shall remain in full force and effect.
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8.9

Governing Law. This Agreement shall be governed by and construed in accordance with the laws
of the State of Tennessee except to the extent that Tennessee law has been pre-empted by
HIPAA.

8.10 Compensation. There shall be no remuneration for performance under this Agreement except as
specifically provided by, in, and through, existing administrative requirements of Tennessee State
government and services contracts referenced herein.
8.11 Security Breach. A violation of HIPAA or the Privacy or Security Rules constitutes a breach of this
Business Associate Agreement and a breach of the Service Contract(s) listed on page one of this
agreement, and shall be subject to all available remedies for such breach.
IN WITNESS WHEREOF,
CONTRACTOR LEGAL ENTITY NAME:

CONTRACTOR SIGNATURE

DATE

PRINTED NAME AND TITLE OF CONTRACTOR SIGNATORY (above)

DEPARTMENT OF GENERAL SERVICES, CENTRAL PROCUREMENT OFFICE:

MICHAEL F. PERRY, CHIEF PROCUREMENT OFFICER

DATE
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ATTACHMENT D

DRAFT TASK ORDER (“TO”)

TO # [INSERT SOW TRACKING #]
TASK ORDER BETWEEN THE
STATE OF TENNESSEE
Department of [INSERT AGENCY NAME]
and
[INSERT CONTRACTOR NAME]
This Task Order (TO), by and between the State of Tennessee, Department of [INSERT
AGENCY NAME], hereinafter referred to as the "State" and [INSERT CONTRACTOR
NAME], hereinafter referred to as the "Contractor" is as follows:

The Contractor understands and agrees that this TO is governed by the provisions of SWC
404 Digital Imaging Services, Edison Contract Number [INSERT CONTRACTOR EDISON
CONTRACT NUMBER], hereinafter referred to as the "Master Contract". In the provision of
services pursuant to this TO, the Contractor will conform to these provisions in their entirety.
In the event of a conflict between the TO and the Master Contract, the documents shall
govern in the order of preference given in the Master Contract.

This TO shall be effective for the period commencing on [INSERT START DATE], and
ending on [INSERT END DATE], unless amended.
The Contractor shall be compensated as specified in the associated Statement of Work at
the fixed rates bid in the Contractor’s Project Quote and transcribed here:

Service Description

Amount
(per compensable increment)

DELIVERABLE

$Number

Use & Repeat Rows Above as Necessary

Payments to the Contractor pursuant to this TO will be made in accordance with the "Payment
Terms" of the Master Contract. Invoices shall be submitted to:
[INSERT AGENCY NAME AND BILLING ADDRESS FROM THE SOW]
The State may, at any time and for any reason, terminate this TO in accordance with Contract
Section A.4.j.
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This agreement may be modified only by a written TO amendment in accordance with Contract
Section A.4.i.
IN WITNESS WHEREOF,
CONTRACTOR LEGAL ENTITY NAME:

CONTRACTOR SIGNATURE

DATE

PRINTED NAME AND TITLE OF CONTRACTOR SIGNATORY (above)

STATE AGENCY NAME:

NAME & TITLE

DATE

[ADD OTHER STATE AGENCY SIGNATORIES IN ACCORDANCE WITH APPLICABLE
TENNESSEE LAWS AND REGULATIONS]
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ATTACHMENT E

Pre-Qualified Category Group
The Category Group for which the Contractor is pre-qualified will be listed here prior to Contract
approval.

[CPO Contract administrator to insert pre-qualified Category Group]
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ATTACHMENT F
This is a placeholder for the Contractors’ Volume Incentive, if applicable, from RFP
Attachment 6.3, Digital Imaging Services RFP – Cost Evaluation Model, which will be
inserted prior to Contract approval.
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ATTACHMENT G

Go-DBE Diversity Letter of Commitment

(Company Letterhead/Logo)

DATE
Agency Contact
State of Tennessee
State Agency or Department
State Location Address
Nashville, TN 37243

Mr./Mrs. Agency Contact,
Company Name are committed to achieving or surpassing a goal of ____ percent (__%) participation
with; company name of certified diversity business enterprise with the State of Tennessee under contract
# Edison Number. Diversity businesses are defined as those that are:
1. Owned and controlled by a person or persons of ethnic minority, or female gender, or servicedisabled veterans, or are which are small businesses as defined by the state of Tennessee’s
Governor's Office of Diversity Business Enterprise (Go-DBE); and
2. Certified as a diversity business enterprise by the State of Tennessee Governor’s Office of
Diversity Business Enterprise
We accept that our commitment to diversity participation advances the State’s efforts to expand
opportunity of diversity businesses to do business with the State as contractors and sub-contractors.
Further, we commit to:
1. Using applicable reporting tools that allow the state to track and report purchases from business
owned by minority, women, service-disabled veterans and Tennessee small businesses.
2. Reporting quarterly/annually (select one) to the Go-DBE office the dollars paid directly to a
business enterprise owned by a minority, woman, service-disabled veteran owned or Tennessee
small business accomplished under contract # Edison No.
Company Name is committed to working with the Governor’s Office of Diversity Business Enterprise to
report and assist the state agency to accomplish these goals.

Regards,

(Company authority – signature and title)

