State of Tennessee
Specifications for QRadar
Event #8992

1.0 Product/Services Requirement
1.1 Hardware Requirements
This Network Security Appliance will leverage the deployment architecture that supports the following configuration:
· One 3128 QRadar Console with High Availability
· Two 1628 Event Processors
· Two 1728 Flow Processors
· Two 1310-SR QFlow Collectors
· QRadar Vulnerability Manager
· X-Force IP Reputation Intelligence Feed
1.1.1 IBM Security QRadar Core Appliance XX28 G2 Appliance to include:
1.1.1.1 Quantity four (4) D14RCLL  
1.1.1.2 Appliance Business Critical Service Upgrade 12 Months

1.1.2 IBM Security QRadar QFlow Collector 1310-SR G2 Appliance to include: 
1.1.2.1 Quantity two (2) D14RXLL
1.1.2.2 Appliance Business Critical Service Upgrade 12 Months

1.1.3 IBM Security QRadar QFlow Collector 1310-SR G2
1.1.3.1 Quantity two (2) D14RYLL
1.1.3.2 Appliance Business Critical Service Upgrade 12 Months 

1.1.4 IBM Security QRadar Core Appliance XX28 G2 Appliance to include:
1.1.4.1 Quantity four (4) D14RALL
1.1.4.2 Install plus Subscription and Support for 12 Months

1.1.5 IBM Security QRadar Core ApplianceXX28 G2 Appliance Install Initial to include:
1.1.5.1 Quantity four (4) D14RDLL
1.1.5.2 Appliance Hard Drive Retention Service Upgrade 12 Months

1.1.6 IBM Security QRadar QFlow Collector 1310-SR G2 Appliance Install to include:
1.1.6.1 Quantity two (2) D14RVLL
1.1.6.2 Install plus Subscription and Support for 12 Months
1.1.7 IBM Security QRadar SIEM Event Capacity Pack Increase of 2.5K EPS to include:
1.1.7.1 Quantity thirteen (13) D0V5JLL
1.1.7.2 Install plus Software Subscription and Support for 12 Months

1.1.8 IBM Security QRadar SIEM Flow Capacity Pack Increase of 100K FPM to include:
1.1.8.1 Quantity six (6) D0V5LLL
1.1.8.2 Install License and Software Subscription & Support 12 Months

1.1.9 IBM Security QRadar SIEM Console 31XX Install License and SW to include:
1.1.9.1 Quantity one (1) D0WPILL
1.1.9.2 Install License and SW Subscription & Support 12 Months

1.1.10 IBM Security Qradar SIEM Event Processor 16XX Install License and SW to include:
1.1.10.1 Quantity two (2) D0WPPLL
1.1.10.2 Install License and Subscription & Support 12 Months

1.1.11 IBM Security Qradar SIEM Flow Processor 17XX Install to include:
1.1.11.1 Quantity one (1) D0WPVLL
1.1.11.2 Install License and Subscription & Support 12 Months

1.1.12 IBM Security Vulnerability Manager Add-On 60XX Install
to include:
1.1.12.1 Quantity one (1) D10V7LL
1.1.12.2 Install License and Subscription & Support 12 Months

1.1.13 IBM Security X-Force IP Reputation Intelligence Feed for 16XX Install to include:
1.1.13.1 Quantity two (2) D0WXGLL
1.1.13.2 Install License and Subscription & Support 12 Months

1.1.14 IBM Security X-Force IP Reputation Intelligence Feed for 17XX Install to include:
1.1.14.1 Quantity one (1) D0WXMLL
1.1.14.2 Install License and Subscription & Support 12 Months

1.1.15 IBM Security X-Force IP Reputation Intelligence Feed for 31XX Install to include:
1.1.15.1 Quantity one (1) D0WXALL
1.1.15.2 Install License and Subscription & Support 12 Months

1.2 Warranty / Maintenance Requirements
1.2.1 Appliance Business Critical Service Upgrade 12 Months for Quantity four (4) D14RCLL and two (2) D14RXLL.
1.2.2 [bookmark: _GoBack]Initial Appliance Hard Drive Retention Service Upgrade 12 Months for Quantity two (2) D14RYLL and four (4) D14RDLL.
1.2.3 Warranty for all hardware, software, software upgrades or software enhancements (including patches/fixes) shall be warranted in accordance with the standard manufacturer’s / publisher’s warranty.
1.2.4 All warranty service must be provided by the manufacturer. 
1.2.5 Software maintenance shall include technical assistance and support at no additional cost to the State beyond the standard yearly subscription and support. Technical support must include access to an online knowledgebase, available 24 hours, 7 days a week including holidays. Telephone based and web based Technical support must be provided at no additional cost to the State, 24 hours, 7 days a week for high critical severity levels.  Severity 1 and Severity 2 are considered high critical levels.    
1.2.6  For lower severity levels telephone based support must be provided between the hours of 8:00 a.m. and 4:30 p.m. central standard time, Monday through Friday during normal business days.
· Severity 1 - Critical Impact/System Down: Business critical software component is inoperable or critical interface has failed. This usually applies to a production environment and indicates you are unable to use the program resulting in a critical impact on operations. This condition requires an immediate solution.
· Severity 2 - Significant business impact: A software component is severely restricted in its use or you are in jeopardy of missing business deadlines because of problems with a new application rollout.
· Severity 3 - Some business impact; Indicates the program is usable with less significant features (not critical to operations) unavailable. 
· Severity 4 - Minimal business impact: A non-critical software component is malfunctioning, causing minimal impact, or a non-technical request is made.

1.3 Consulting Services Requirements

1.3.1 The consulting services must be performed by the manufacturer of the hardware and software or, at the State’s sole discretion, their authorized and/or certified agents.
1.3.2 Consulting services available from this contract shall be in direct support of the hardware and software, but is not limited to, product installation, configuration, and integration into the State's infrastructure and complex product upgrades and/or product conversions within the State's infrastructure. The following must be included as part of the Consulting services:
· Provide/supply, install, and configure the QRadar appliance 
· Assist with the configuration of log collection and flow sources
· Perform tuning services
· Provide guidance and assistance with implementing IBM-recommended practices on QRadar configuration, tuning, use case development and reporting 
· Develop two (2) initial QRadar reports in partnership with the State
· Provide knowledge transfer and mentoring on QRadar objects 
· Provide other QRadar consulting services as recommended and/or requested as time allows
1.3.3 A maximum hourly rate shall be bid for consulting services.  Hourly rates for consulting, at the time of service, may be less than the maximum hourly rate bid.  The State expects to pay hourly rates that are consistent with the skill level and/or complexity of the consulting service provided.   
1.3.4 The State will not pay any charges in addition to the maximum hourly rate bid for consulting.  Travel expenses that may be incurred for on-site consulting services must be included in the price bid. 
1.3.5 The State shall define, in writing, in a Statement of Work (SOW) the actual consulting services required at the time the services are requested.  
1.3.6 The State may work directly with the Contractor/Manufacturer to define the applicable consultant types and requirements to meet the consulting needs of the State. 
1.3.7 Consulting services shall be performed onsite or offsite at the direction of the State. In response to a written request for consulting services, the Contractor shall provide a written quote for the consulting services to the State. Contractor’s quotes cannot contain any terms and conditions.  For consulting services, the Contractor may charge an hourly rate less than or equal to the maximum hourly rate. However, under no circumstances, may the Contractor charge more than the maximum hourly rate bid. 
1.3.8 The State will issue a Purchase Order (PO) to the Contractor for the consulting services if the quote is accepted. The issued PO will be the evidence of the State's acceptance of the quote and the consulting services shall not commence until the PO is issued by the State.  The State's written request for consulting services and issued PO will be the sole authorization for the requested consulting services. Contractor’s statement of work (SOW) cannot contain any terms and conditions.  The State will not sign contractor/manufacturer quotes, contractor/manufacturer statements of work (SOW), or contractor/manufacturer work orders.  

1.4 Training/Education Requirements
1.4.1 Training shall be provided by a manufacturer authorized training provider.
1.4.2 Training shall be provided for up to twenty (20) State staff members, adequate to the average technical staff member, to convey a practical working knowledge of the following:
· Understanding how QRadar SIEM collects data to detect suspicious activities
· Navigating and customizing the QRadar SIEM dashboard
· Investigating suspected attacks and policy breaches
· Searching, filtering, grouping, and analyzing security data
· Investigating the vulnerabilities and services of assets
· Locating custom rules and inspecting actions and responses of rules
· Using QRadar SIEM to create reports
· Using charts and applying advanced filters to examine specific activities in your environment
· Creating and deploying a universal DSM
· Creating event, flow and anomaly rules
· Fine tuning rules
1.4.3 Training shall be instructor-led training delivered at the Customer’s site (below) unless other local locations are agreed to by the State.
North Data Center Complex
901 5th Avenue North
Nashville, TN  37243
1.4.4 Training shall be available to the State during the normal business hours of 8:00 AM and 4:30 PM central time, excluding legal holidays.

1.4.5 Training shall include hard or soft copy study-related materials for up to twenty (20) attendees.
1.4.6 The State will not pay any travel expenses associated for the on-site training.  All travel expenses that may be incurred for on-site training must be included in the price bid.
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